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Disclaimer

Compex, Inc. provides this manual without warranty of any kind, expressed or 
implied, including but not limited to the implied w arranties of merchantability 
and fitness for a particular purpose. Compex, Inc. may make improvements 
and/or changes to the product and/or specifications  of the product described 
in this manual, without prior notice. Compex, Inc w ill not be liable for any 
technical inaccuracies or typographical errors foun d in this guide. Changes are 
periodically made to the information contained herein  and will be 
incorporated into later versions of the manual. The  information contained is 
subject to change without prior notice. 

Your Feedback 

We value your feedback. If you find any errors in t his user’s manual, or if you 
have suggestions on improving, we would like to hea r from you. Please contact 
us at: 

Fax: (65) 62809947 
Email: feedback@compex.com.sg 
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FCC NOTICE 

This device has been tested and found to comply wit h the limits for a Class B 
digital device, pursuant to Part 15 of the FCC Rule s. These limits are designed to 
provide reasonable protection against harmful inter ference in a residential 
installation. This device generates, uses and can r adiate radio frequency 
energy and, if not installed and used in accordance  with the instructions, may 
cause harmful interference to radio communications.  However, there is no 
guarantee that interference will not occur in a par ticular installation. If this 
device does cause harmful interference to radio or television reception, the 
user is encouraged to try to correct the interferen ce by one or more of the 
following measures: 
 ! Reorient or relocate the receiving antenna. 
 ! Connect the computer into an outlet on a circuit di fferent from that to 

which the receiver is connected. 
 ! Increase the separation between the computer and re ceiver. 
 ! Consult the dealer or an experienced radio/TV techn ician for help. 

Caution : Any changes or modifications not expressly approv ed by the grantee 
of this device could void the user's authority to o perate the equipment. 

FCC Compliance Statement:  This device complies with Part 15 of the FCC Rules . 
Operation is subject to the following two condition s: 
This device may not cause harmful interference, and  
This device must accept any interference received, including interference that 
may cause undesired operation. 

Products that contain a radio transmitter are label led with FCC ID and may also 
carry the FCC logo. 

Caution:  Exposure to Radio Frequency Radiation. 

To comply with the FCC RF exposure compliance requi rements, the following 
antenna installation and device operating configura tions must be satisfied: 
a. For configurations using the integral antenna, the separation distance 

between the antenna(s) and any person’s body (inclu ding hands, wrists, 
feet and ankles) must be at least 2.5cm (1 inch). 

b. For configurations using an approved external anten na, the separation 
distance between the antenna and any person’s body (including hands, 
wrists, feet and ankles) must be at least 20cm (8 i nch). 

The transmitter shall not be collocated with other transmitters or antennas. 
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ICES 003 Statement 
This Class B digital apparatus complies with Canadi an ICES-003. 

Declaration of Conformity 

Compex, Inc. declares the following:  
Product Name: Wireless Access Point with PoE 
Model No.: WP54AG conforms to the following Product  Standards:  
This device complies with the Electromagnetic Compa tibility Directive 
(89/336/EEC) issued by the Commission of the Europe an Community. 
Compliance with this directive implies conformity t o the following European 
Norms (in brackets are the equivalent international  standards.) 
Electromagnetic Interference (Conduction and Radiation) : EN 55022 (CISPR 22) 
Electromagnetic Immunity : EN 55024 (IEC61000-4-2, 3,4,5,6,8,11) 
Low Voltage Directive:  EN 60 950: 1992+A1: 1993+A2: 1993+A3: 1995+A4: 
1996+A11: 1997. 
Therefore, this product is in conformity with the f ollowing regional standards: 
FCC Class B: following the provisions of FCC Part 15 directive,  CE Mark:  following 
the provisions of the EC directive. 

Compex, Inc. also declares that: 
The wireless card in this product complies with the  R&TTE Directive (1999/5/EC) 
issued by the Commission of the European Community.  Compliance with this 
directive implies conformity to the following: 
EMC Standards:  FCC: 47 CFR Part 15, Subpart B, 47 CFR Part 15, Subpart C 
(Section 15.247); CE: EN 300 328-2, EN 300 826 (EN 301 489-17) 
Therefore, this product is in conformity with the f ollowing regional standards: 
FCC Class B: following the provisions of FCC Part 15 directive , CE Mark:  following 
the provisions of the EC directive.
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Technical Support Information 

The warranty information and registration form are found in the Quick Install 
Guide. 

For technical support, you may contact Compex or it s subsidiaries. For your 
convenience, you may also seek technical assistance  from the local distributor, 
or from the authorized dealer/reseller that you hav e purchased this product 
from. For technical support by email, write to support@compex.com.sg. 

Refer to the table below for the nearest Technical Support Centres: 

Technical Support Centres
Contact the technical support centre that services your location. 

U.S.A., Canada, Latin America and South America
 Write Compex, Inc. 

840 Columbia Street, Suite B 
Brea, CA 92821, USA

!  Call 

Fax

Tel: 
Tel: 
Fax:

+1 (714) 482-0333 (8 a.m.-5 p.m. Pacific time) 
+1 (800) 279-8891 (Ext.122 Technical Support) 
+1 (714) 482-0332

Asia, Australia, New Zealand, Middle East and the r est of the World
 Write Compex Systems Pte Ltd 

135, Joo Seng Road #08-01, PM Industrial Building 
Singapore 368363

!  Call Tel: 
Tel: 
Fax:

(65) 6286-1805 (8 a.m.-5 p.m. local time) 
(65) 6286-2086 (Ext.199 Technical Support) 
(65) 6283-8337

Internet 
access/

E-mail: 
FTPsite:

support@compex.com.sg 
ftp.compex.com.sg

Website: http://www.cpx.com  or http://www.compex.com.sg

 Fax 
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About This Document 

The product described in this document, Wireless Ac cess Point with PoE,  
WP54AG is a licensed product of Compex Systems Pte Ltd. This document 
contains instructions for installing, configuring a nd using Access point. It also 
gives an overview of the key applications and the ne tworking concepts with 
respect to the product. 

This documentation is for both Network Administrato rs and the end user who 
possesses some basic knowledge in the networking st ructure and protocols.  

It makes a few assumptions that the host computer h as already been installed 
with TCP/IP and already up & running and accessing the Internet. Procedures 
for Windows 98SE/ME/2000/XP operating systems are i ncluded in this document. 
However, for other operating system, you may need t o refer to your operating 
system’s documentation for networking. 

How to Use this Document 

This document may become superseded, in which case you may find its latest 
version at: http://www.compex.com.sg

The document is written in such a way that you as a  user will find it convenient 
to find specific information pertaining to the prod uct. It comprises of chapters 
that explain in details on the installation and con figuration of WP54AG. 

Firmware

This manual is written based on Firmware version 1. 5 
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Conventions

In this document, special conventions are used to h elp and present the 
information clearly. The Wireless Access Point with  PoE is often referred to as 
WP54AG or access point or AP  in this document. Below is a list of conventions 
used throughout. 

NOTE
This section will consist of important features or instructions 

CAUTION
This section concerns risk of injury, system damage  or loss of data 

WARNING
This section concerns risk of severe injury 

References on Menu Command, Push Button, Radio Butt on, LED and Label 
appear in Bold . For example, “Click on Ok .” 
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CChhaa pp ttee rr 11:: PPrroodd uucc tt OOvveerrvviieeww
IINNTTRROODDUUCCTTIIOONN

The Wireless Access Point is a high-performance acc ess point (AP) that is 
designed for enterprise and public access applicati ons. Embedded with the 
Atheros chipset, it boasts network robustness, stab ility and wider network 
coverage. Based on 802.11g and 802.11a, the access point supports high-
speed data transmission of up to 54Mbps in the 2.4G Hz and 5GHz frequency 
band.  

The access point is capable of operating in 7 modes : Access Point , Access 
Point Client , Point-to-Point , Point-to-Multi Point , Wireless Routing Client , Gateway
and Wireless Adapter . Which makes it suitable for a wide variety of wire less 
applications, including long-distance deployments. 

Equipped with an SMA connector for external antenna  support, the access 
point provides a wider coverage for your network. M oreover, its integrated 
Power over Ethernet (PoE) allows the access point t o be used in areas where 
power outlets are not readily available. 

To protect your security and privacy, the access point  is armed with many 
enhanced wireless security features such as Wi-Fi P rotected Access (WPA), 
WPA2 (with Advanced Encryption Standard encryption)  MAC Address Filtering, 
IEEE 802.1x Authentication and 64/128-bit WEP (Wire d Equivalent Privacy) to 
ensure privacy for the heterogeneous mix of users w ithin the same wireless 
network. 

The access point also incorporates a unique set of advanced features such as: 
Wireless Distribution System (WDS) to wirelessly li nk associated access points 
together and extend network coverage, Long-Range pa rameter fine-tuning 
which provide the access point with the ability to auto-calculate parameters 
such as slot time, ACK time-out and CTS time-out to  achieve a longer range; 
Spanning Tree Protocol (STP) which provides extra r edundancy and the ability 
to auto-reconfigure when there are changes in the n etwork topology; Pseudo 
VLAN which enables the creation of wireless isolate d nodes or workgroups of 
wireless clients to enhance security in a public ac cess wireless network; HTTPS 
which feature additional authentication and encrypt ion; and Telnet which 
allows remote connection; and SSH which provides a secure host connection. 



2

FFEEAATTUURREESS AANNDD BBEENNEEFFIITTSS

The access point has been designed for high perform ance and offers a rich 
suite of features, with which you should acquaint y ourself to be able to exploit 
your access point’s full potential. 

  !! WWiirree lleessss DDiissttrriibb uuttiioonn SSyysstteemm ((WWDDSS))
This feature allows linking of several access point s, virtually creating a larger 
network infrastructure that allows mobile users to roam wirelessly, while still 
being able to access network resources. 

  !! WWiirree lleessss PPsseeuudd oo VVLLAANN
The unique Wireless Pseudo VLAN technology is a fea ture that allows wireless 
clients to be segmented individually or into workgro ups, thus blocking 
access to another user’s/group’s PCs, and enhancing  the privacy of the 
wireless clients. This is especially useful in publ ic hotspot deployment. 

  !! HHiigg hhllyy SSeecc uurreedd WWiirree lleessss NNeettwwoorrkk
The access point supports the highest available wir eless security standard: 
Wi-Fi Protected Access 2. WPA2 has two different mo des: WPA2-Personal for 
SOHO users and WPA2-Enterprise for Enterprise users . The access point also 
supports IEEE 802.1x for secure and centralized use r-based authentication. 
Wireless clients are thus required to authenticate through highly secure 
methods like EAP-TLS, EAP-TTLS, and EAP-PEAP, in order to obtain access to 
the network. 

  !! SSmm aa rrtt SSee lleecc tt
This feature will automatically scan and recommend the best channel that 
the access point can utilize. 

  !! uuCCoonnffiigg UUttiilliittyy
The exclusive uConfig utility allows users to access the user-friendly We b 
configuration interface of the access point without  having to change the 
TCP/IP setup of the workstation. 

  !! SSTTPP
Spanning-Tree Protocol provides path redundancy whi le preventing 
undesirable loops in the network. It forces certain  redundant data paths into 
a standby (blocked) state. If one network segment i n the Spanning-Tree 
Protocol becomes unreachable, or if Spanning-Tree P rotocol costs change, 
the spanning-tree algorithm reconfigures the spanni ng-tree topology and 
re-establishes the link by activating the standby p ath. 
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  !! HHTTTTPPSS
The access point supports HTTPS (SSL) in addition t o the standard HTTP. 
HTTP (SSL) features additional authentication and e ncryption for secure 
communication. 

  !! TTee llnnee tt
Telnet allows a computer to remotely connect to the  access point CLI 
(Command Line Interface) for control and monitoring . 

  !! SSSSHH
SSH (Secure Shell Host) establishes a secure host c onnection to the access 
point CLI for control and monitoring. 
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WWHHEENN TTOO UUSSEE WWHHIICCHH MMOODDEE

The access point is versatile in the sense that it may operate in six different types 
of modes: Access Point Mode , Client Mode , Point to Point, Point to Multiple 
Point, Wireless Routing Client  and Gateway .

This section presents a brief outline of the differ ent network applications that 
can be accommodated through the different modes of the access point. 

AACCCCEESSSS PPOOIINNTTMMOODDEE

This is the default mode of your access point. The Access Point  mode enables 
you to bridge wireless clients to access the wired network infrastructure and to 
communicate with each other. 

In the example above, the wireless users will be ab le to access the file server 
connected to the switch through the access point in  Access Point  mode. 
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AACCCCEESSSS PPOOIINNTTCCLLIIEENNTTMMOODDEE

In Access Point Client  mode, the device acts as a wireless client. 
When connected to an access point, it will create a  network link between the 
Ethernet network connected at this client device, a nd the wireless and Ethernet 
network connected at the access point. 

In this mode it can only connect with an access poi nt. Other wireless clients 
cannot connect with it directly unless connected to  the same access point - 
allowing them to communicate with all devices conne cted at the Ethernet port 
of the access point. 

In the example above, the workgroup PCs will be abl e to access the printer 
connected to the access point in Access Point Client  mode. 
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PPOOIINNTTTTOO PPOOIINNTTMMOODDEE

In Point to Point  mode, the access point allows point-to-point commu nication 
between different buildings. It enables you to brid ge wireless clients that are 
kilometres apart while unifying the networks.  

In the example above, you may configure two access points (AP) to perform 
transparent bridging between two buildings 



7

PPOOIINNTTTTOO MMUULLTTIIPPLLEE PPOOIINNTTMMOODDEE

In Point to Multiple Point  mode, this mode is similar to that of the Point-to -Point 
mode. But the access point located at one facility is able to connect to up to 8 
access points (AP) installed in any direction from that facility. 

The above illustration describes how this mode oper ates. 
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WWIIRREELLEESSSS RROOUUTTIINNGG CCLLIIEENNTTMMOODDEE

An application of this mode would be for the Etherne t port of the Wireless
Routing Client  to be used for connection with other devices on th e network 
while access to the Internet would be achieved thro ugh wireless 
communication with wireless ISP. 

The above illustration describes how this mode oper ates. 
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GGAATTEEWWAAYY MMOODDEE

Or put it more simply, Broadband Internet sharing i n a wireless network! 

Since the access point supports several types of br oadband connections, the 
first step in setting up the access point as a Broadband Internet Gateway  is to 
identify the type of broadband Internet access you are subscribed to.  

Static IP address
Use this type of connection if you have subscribed to a fixed IP address or to a 
range of fixed IP addresses from your Internet Serv ice Provider. 

Dynamic IP address
When powered using this type of connection, the acc ess point requests for an 
IP address which will be automatically assigned to it by your Internet Service 
Provider.  

This type of connection applies for instance to: 
 ! Singapore Cable Vision subscribers 
 ! @HOME Cable Service users 
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PPP over Ethernet (PPPoE)
Select this type of connection if you are using ADS L services in a country utilising 
standard PPP over Ethernet for authentication.  

For instance:  
If you are in Germany which uses T-1 connection or  
If you are using SingNet Broadband or Pacific Inter net Broadband in Singapore. 

PPTP
Select this type of connection if you are using ADS L services in a country utilising 
PPTP connection and authentication. 

L2TP
Short for Layer Two (2) Tunneling Protocol, an exte nsion to the PPP protocol that 
enables ISPs to operate Virtual Private Networks (V PNs). L2TP merges the best 
features of two other tunneling protocols: PPTP fro m Microsoft and L2F from 
Cisco Systems. 
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WWIIRREELLEESSSS AADDAAPPTTEERR MMOODDEE

Similarly to the Access Point Client mode, the acce ss point used in this mode, is 
able to communicate wirelessly with another access point to perform 
transparent bridging between two networks. 

However here, the Wireless Adapter  connects a single wired workstation only. 
No client software or drivers are required while us ing this mode. 
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CChhaa pp ttee rr 22:: HHaa rrdd wwaa rree IInnssttaa llllaa ttiioonn

SSEETTUUPP RREEQQUUIIRREEMMEENNTTSS

Before starting, please verify that the following i s available: 
 ! CAT5/5e networking cable 
 ! At least one computer is installed with a Web brows er and a wired or 

wireless network interface adapter  
 ! TCP/IP protocol is installed and IP address paramet ers are properly 

configured on all your network’s nodes 

HHAARRDDWWAARREE IINNSSTTAALLLLAATTIIOONN

The access point can be powered using either the po wer adapter provided or 
a PoE Injector. The installation process for both o ptions is described below. 

OOPPTTIIOONN OONNEE:: UUSSIINNGG PPOOWWEERR AADDAAPPTTEERR TTOO SSUUPPPPLLYY PPOOWWEERR TTOO TTHHEE UUNNIITT

SStteepp 11::

Connect the external antenna to the SMA connector o f the access point. 
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SStteepp 22::

Insert one end of the Ethernet cable to any of the Ethernet ports on your 
access point, and the other end of the cable to you r PC’s Ethernet network 
adapter. 

SStteepp 33::

Attach the power adapter to the main electrical sup ply, and connect the 
power plug into the socket of the access point. 

SStteepp 44::

Turn ON the power supply and power ON your PC. Noti ce that the LEDs: Power
and Port 1 or 2 (depending on which port you have connected the RJ 45 
Ethernet cable to) have lighted up. This indicates that connection has been 
established successfully between your access point and your PC. 

PC 
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OOPPTTIIOONN TTWWOO :: UUSSIINNGG PPOOEE TTOO SSUUPPPPLLYY PPOOWWEERR TTOO TTHHEE UUNNIITT

The access point is fully compatible with a Power-O ver-Ethernet (PoE) kit. A PoE 
accessory supplies operational power to the wireles s AP via the Ethernet cable 
connection. 

Users who have already purchased a PoE and who wish  to use it to supply 
power to the access point may follow the installati on procedures shown below: 

SStteepp 11::

Connect the external antenna to the SMA connector o f the access point. 

SStteepp 22::

Use an RJ45 Ethernet cable to connect one end of th e cable to the LAN OUT 
port of the Injector and the other end to Ethernet port 1 of the access point. 
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SStteepp 33::

Next, connect the RJ45 Ethernet cable attached to t he PoE Injector to your 
PC’s Ethernet network adapter. 

Once you have finished configuring your access poin t, you can connect the 
PoE Injector’s RJ45 Ethernet cable to your network device, such as to a switch 
or hub. 

SStteepp 44::

Connect the power adapter supplied in the PoE kit t o the main electrical 
supply and the power plug into the socket of the in jector. 

Note:
The voltage and current supplied to the power adapt er and the PoE kit power 
adapter are different. Do not interchange the power  adapters. 
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SStteepp 55::

Turn on your power supply. Notice that the Power  LED has lighted up. This 
indicates that the access point is receiving power through the PoE Injector. 
Notice also that the corresponding port LEDs have l ighted up. This indicates 
that connection between your access point and your PC has been 
established. 
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OOPPTTIIOONNAALL:: MMOOUUNNTTIINNGG OONN TTHHEE WWAALLLL

SStteepp 11::

Screw the mount onto the unit. 

SStteepp 22::

Align the unit and mount to the wall.  
Use the mount as a guide, make 2 marks and drill 2 holes into the wall. 

SStteepp 33::

Next, secure the unit and mount to the wall. 
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CChhaa pp ttee rr 33:: AAcc cc eessss ttoo WWeebb --bb aa sseedd
IInnttee rrffaa cc ee

There are two methods to access to the web-based In terface of your access 
point: 

  !! TThhrroouugg hh oouurr UUttiilliittyy –– uuCCoonnffiigg
You can access to the web-based interface directly without the need to 
assign a different IP address to your PC. 

  !! BByy eenntteerriinngg tthhee IIPP aa dd dd rreessss oo ff AAcc cc eessss ppoo iinntt iinn tthhee aa dd dd rreessss bb aa rr oo ff IInntteerrnnee tt
EExxpp lloo rreerr

You need to assign an IP address to your PC, such a s 192.168.168.x, where x
can take any value from 2 to 254, so that it is in the same subnet as Access 
point. 

AACCCCEESSSS TTOO TTHHEE WWEEBB IINNTTEERRFFAACCEE WWIITTHH UUCCOONNFFIIGG

The powerful uConfig utility has been designed to g ive you direct access to the 
Web interface. 

SStteepp 11::

Insert the Product CD into your CD-ROM drive. The C D will run automatically. 

SStteepp 22::

From the UUttiilliittiieess section, select to install the uuCCoonnffiigg utility to your hard disk. 
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SStteepp 33::

When the utility has been installed, double-click o n the uuCCoonnffiigg icon. The 
following screen will appear, click on the YYeess button to proceed. 

SStteepp 44::

Select the access point in the products list and cl ick on the OOpp eenn WWeebb button. 
To retrieve and display the latest device(s) in the  list, click on the RReeffrreesshh
button.
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SStteepp 55::

Do not exit the uConfig program while accessing to the web-based interface. 
This will disconnect you from the device. Click on the OOKK button to proceed. 

SStteepp 66::

At the login page, press the LLOOGGIINN!! button to enter the configuration page. 
The default password is “password”. 
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SStteepp 77::

You will then reach the home page of your access po int’s web-based 
interface. 
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MMAANNUUAALL AACCCCEESSSS TTOO WWEEBB--BBAASSEEDD IINNTTEERRFFAACCEE VVIIAA IINNTTEERRNNEETT

EEXXPPLLOORREERR

For this method, you need to assign an IP address t o your PC so that it belongs 
to the same subnet as your access point. In this ex ample, we are using Windows 
XP for illustration. For Windows 98/98SE/2000/NT/ME , kindly refer to Appendix II 
“TCP/IP Configuration”.

SStteepp 11::

Go to your desktop, right-click on MMyy NNeettwwoorrkk PPllaa cc eess icon and select 
PPrroopp eerrttiieess.

SStteepp 22::

Go to your network adapter icon, right click and se lect PPrroopp eerrttiieess.
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SStteepp 33::

Highlight IInntteerrnnee tt PPrroo ttoocc oo ll ((TTCCPP// IIPP)) and click on the PPrroopp eerrttiieess button. 

SStteepp 44::

Select the radio button for UUssee tthhee ffoo lllloowwiinngg IIPP aa dd dd rreessss. Enter the IP Address 
and Subnet Mask as 192.168.168. x and 255.255.255.0, where x can be any 
number from 2 to 254, except 1. In this example, we  are using 192.168.168.160 
as the static IP Address. 
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SStteepp 55::

Click on the OOKK button to close all windows. 

SStteepp 66::

Next, in order to check if the IP address has been correctly assigned to your 
PC, go to SSttaa rrtt menu, AAcc cc eessssoorriieess, select CCoomm mm aa nndd PPrroomm pp tt and type the 
command ipconfig/all .

Your PC is now ready to configure your access point . 

SStteepp 77::

Launch your Web browser. Under the TToooo llss tab, select IInntteerrnnee tt OOpp ttiioonnss.
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SStteepp 88::

Open the CCoonnnneecc ttiioonnss tab and in the LLAANN SSeettttiinngg ss section, disable all the 
option boxes. Click on the OOKK button to update the changes. 

SStteepp 99::

At the AAdd dd rreessss bar, enter http://192.168.168.1 and press EEnntteerr on your 
keyboard. 

SStteepp 1100::

At the login page, click on the LLOOGGIINN!! button to enter the configuration 
pages. 
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You will then reach the home page of your access po int’s Web interface. 
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CChhaa pp ttee rr 44:: CCoomm mm oonn CCoonnffiigg uurraa ttiioonn

This chapter illustrates the following features, wh ich are available in ALL  the 
operating modes of your access point, unless stated  otherwise. 
  !! MMaa nnaa gg eemm eenntt PPoorrtt
  !! WWLLAANN BBaa ssiicc SSeettuupp
  !! WWLLAANN SSeecc uurriittyy
  !! SSTTPP SSeettuupp
  !! SSNNMMPP
  !! MMAACC FFiillttee rriinngg
  !! AAnntteennnnaa AAlliigg nnmm eenntt

MMAANNAAGGEEMMEENNTTPPOORRTTSSEETTUUPP

This section shows you how to customize the paramet ers of your access point to 
suit the needs of your network. It also explains ho w to make use of the built-in 
DHCP server of your access point. 



28

SSEETTTTIINNGG UUPP YYOOUURR LLAANN

You can opt to adjust the default values of your ac cess point and customize 
them to your network settings. 

SStteepp 11::

Click on MMaa nnaa gg eemm eenntt PPoorrtt from the CCOONNFFIIGGUURRAATTIIOONN menu. 

In the MMaa nnaa gg eemm eenntt PPoorrtt SSeettuupp page, refer to the table below to replace the 
default settings of Access point with appropriate v alues to suit the needs of 
your network. 

SStteepp 22::

Click on the AApp pp llyy button to save your new parameters. 
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This table describes the parameters that can be mod ified in the Management 
Port Setup page. 

Parameters Description
IP Address When the DHCP server of the access point is enabled  (unless you 

set a different DHCP Gateway IP Address ), this LAN IP Address
would be allocated as the Default Gateway of the DHCP cl ient. 

The IP address of your Access point is set by defau lt to 
192.168.168.1.

Network Mask The Network Mask serves to identify the subnet in w hich your 
Access point resides. The default network mask is 255.255.255.0.

Management
Gateway IP 

(Optional) As a bridge Access Point, the access poi nt does not 
usually communicate with devices on other IP subnet s. However, 
the Management Gateway here acts as the equivalent of the 
Default Gateway of a PC, to allow the access point to 
communicate with devices on different subnets. For instance, if 
you want to access the access point from the Intern et or from a 
router on the LAN, enter the router IP address in t he 
Management Gateway IP  field.  

The Management Gateway IP address of your access po int is set 
to nil by default. 

The next two fields ( DHCP Start IP Address and DHCP End IP Address) allow you to define 
the range of IP addresses from which the DHCP Serve r can assign an IP address to the 
LAN. 
DHCP Start IP 
Address

This is the first IP address that the DHCP server w ill assign. The 
value that you input here should belong to the same  subnet as 
your access point. For example, if the IP address a nd network 
mask of your access point are 192.168.168.1 and 255 .255.255.0 
respectively, the DHCP Start IP Address should be 1 92.168.168.X, 
where X can take any value from 2 to 254. It is pre -set to 
192.168.168.100.

DHCP End IP 
Address

This is the last IP address that the DHCP server ca n assign. It 
should also belong to the same subnet as your acces s point. For 
instance, if the IP address and network mask of you r access point 
are 192.168.168.1 and 255.255.255.0 respectively, t he DHCP End 
IP Address should be 192.168.168.X, where X can tak e any value 
from 2 to 254. It is pre-set as 192.168.168.254.
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Parameters Description
DHCP Gateway IP 
Address

Though usually, the DHCP server also acts as the Default 
Gateway of the DHCP client, the access point gives you the 
option to define a different Gateway IP Address, whi ch will be 
allocated as the Default Gateway IP of the DHCP cli ent. The 
DHCP client will thus receive its dynamic IP addres s from the 
access point but will access to the Internet or to the other LAN 
through the Default Gateway defined by the DHCP Gateway IP 
Address .

For instance, if the access point is used in Access  Point Client 
mode and connects to an Internet gateway, X, a PC wired to 
the access point will be unable to obtain a dynamic  IP address 
directly from X.  But if you can enable the DHCP server of the 
access point and set the IP address of X as the DHCP Gateway IP 
Address , the PC will then obtain its IP address from the a ccess 
point and access the Internet through X.

Always use these 
DNS servers 

Enable this checkbox if you want the access point t o only use 
the DNS server(s) you have specified below. 

Primary DNS IP 
Address

Your ISP usually provides the IP address of the DNS  server. 

Secondary DNS IP 
Address

This optional field is reserved for the IP address of a secondary 
DNS server. 

DHCP Server If you disable the DHCP server, you will need to ma nually 
configure the TCP/IP parameters of each computer in  your 
network. 
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TTOO VVIIEEWW TTHHEE AACCTTIIVVEE DDHHCCPP LLEEAASSEESS

The following will guide you to a page display of t he active IP address leases 
that have been allocated by the built-in DHCP serve r of Access point. 

SStteepp 11::

Click on MMaa nnaa gg eemm eenntt PPoorrtt from the CCOONNFFIIGGUURRAATTIIOONN menu. 

SStteepp 22::

Go to the AAdd vvaa nncc eedd DDHHCCPP SSeerrvveerr OOpp ttiioonnss section, click on the SShhooww AAcc ttiivvee
DDHHCCPP lleeaa sseess button. 

The DHCP Active Leases table displays: 
 ! The Host Name of the DHCP client 
 ! The IP Address that has been allocated to the DHCP client 
 ! Its Hardware (MAC) Address
 ! The Lease Expired Time .

NOTE
Invalid date and time displayed in the Lease Expired Time  column 
indicates that the clock of your access point has n ot been properly 
set. Please refer to the SYSTEM TOOLS section for more details on 
how to set the system clock. 
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TTOO RREESSEERRVVEE SSPPEECCIIFFIICC IIPP AADDDDRREESSSSEESS FFOORR PPRREEDDEETTEERRMMIINNEEDD DDHHCCPP CCLLIIEENNTTSS

Making an IP address reservation lets you inform th e DHCP server to exclude 
that specific address from the pool of free IP addr esses it draws on for dynamic 
IP address allocation. 

For instance, if you set up a publicly accessible F TP/HTTP server within your 
private LAN, while that server would require a fixe d IP address, you would still 
want the DHCP server to dynamically allocate IP add resses to the rest of the 
PCs on the LAN.  

The following shows you how to reserve a particular  IP address. 

SStteepp 11::

From the AAdd vvaa nncc eedd DDHHCCPP SSeerrvveerr Options section, click on the DDHHCCPP SSeerrvveerr
RReesseerrvvaa ttiioonnss button.

SStteepp 22::

Click on AAdd dd button.
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SStteepp 33::

Fill in: 
The host portion of the IP Address  to reserve. 
The Hardware Address , in pairs of two hex values 

Press the AApp pp llyy button to make your new entry effective. 

The DDHHCCPP SSeerrvveerr RReesseerrvvaa ttiioonnss page will then be refreshed to illustrate the 
currently reserved IP addresses. 
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DDEELLEETTEE DDHHCCPP SSEERRVVEERR RREESSEERRVVAATTIIOONN

If you do not need the DHCP server to reserve an IP  address anymore, you 
can delete the DHCP Server Reservation. 

SStteepp 11::

Click on the reserved IP address that you wish to d elete, e.g. 192.168.168.20.

SStteepp 22::

Click on the DDee llee ttee button. 

The DDHHCCPP SSeerrvveerr RReesseerrvvaa ttiioonnss table will then be refreshed to reflect your 
changes. 
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WWLLAANN SSEETTUUPP

This section shows how to perform the following fun ctions: 

Basic :
This function performs a basic setup of the wireles s modes of operation: Access
Point mode , Access Point Client mode and other operating modes. 

Security :
This function performs data encryption and protecti on for the access point. 

Kindly refer to Chapter 5 on WLAN Security  for details. 

Advanced :
This function furthers the basic configuration of t he access point by setting the 
system’s additional parameters: Wireless Pseudo VLAN , WDS Configuration  and 
Long Distance Parameters .

Kindly refer to Chapter 6 on Wireless Extended Features  for details. 

Statistics:
This function uses the Scan Feature  to monitor and interpret the statistics data 
collected. 

MAC Filtering  (only applicable to Access Point mode): 
MAC Filtering acts as a security measure by restric ting the users accessing to 
the network through their MAC address. 

Antenna Alignment :
It is a tool for aligning outdoor antenna between 2  access points over long 
distances. The signal level can be checked from the  web page and also from 
the DIAG LED indicator. 
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TTOO CCOONNFFIIGGUURREE TTHHEE BBAASSIICC SSEETTUUPP OOFF TTHHEE WWIIRREELLEESSSS MMOODDEE

The following will guide you to configure the basic  setup of the wireless mode 
you have selected. 

SStteepp 11::

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on BBaa ssiicc .

The default operating mode of Access point is the Access Point  mode. 
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SStteepp 22:: ((OOpp tt iioo nnaa ll:: CChhaa nngg ee CCuurrrreenntt mm oo dd ee ))

If you wish to change the current mode of your acce ss point, click on 
CChhaa nngg ee, select your OOpp eerraa ttiioonn MMoodd ee and click on the AApp pp llyy button to 
access the setup page of your selected mode. Then y ou are prompted to 
reboot the access point so as to effect the mode se tting. 
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SStteepp 33::

Enter the parameters in their respective fields, cl ick on the AApp pp llyy button and 
reboot your device to let your changes take effect. 

Note that the WWLLAANN BBaa ssiicc SSeettuupp page for the Client  mode is different from 
that of the Access Point  mode. 

If you wish to set the access point in the PPoo iinntt-- ttoo --PPoo iinntt mode, click on CChhaa nngg ee
to select PPoo iinntt ttoo PPoo iinntt, and then you will see the page below. 
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If you wish to set the access point in the PPoo iinntt ttoo MMuullttiipp llee PPoo iinntt mode, click on 
CChhaa nngg ee to select PPoo iinntt ttoo MMuullttiipp llee PPoo iinntt, and then you will see the page 
below. 

To create a new peer MAC, click on the PPeeeerr MMAACC LLiisstt button. The page will 
appear. ( Please take note that PtMP stands for Point to Multiple Point ). 

Click on AAdd dd, and then you are prompted to key in HHaa rrdd wwaa rree AAdd dd rreessss and 
CCoomm mm eenntt.
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This table describes the parameters that can be mod ified in the WWLLAANN BBaa ssiicc
SSeettuupp page. 

Parameters Description
The Current Mode The default operating mode of the access point is t he 

Access Point  mode. The access point can operate in 6 
modes: 
 ! Access Point  
 ! Client  
 ! Point to Point 
 ! Point to Multiple Point 
 ! Wireless Routing Client 
 ! Gateway 
 ! Wireless Adapter 

You can toggle the mode by clicking on the CChhaa nngg ee
button.

ESSID Enter a preferred name for the wireless network. Yo ur 
wireless clients must be configured with the same E SSID. 

This case-sensitive entry can consist of a maximum of 32 
characters. 

Site Survey A list of wireless devices that are detected by you r 
access point in the WLAN. Information such as MAC 
address, channel, SSID, algorithm and signal streng th can 
be found in the listing.  

This feature is supported by the Access Point Clien t and 
Wireless Routing Client modes. 

Wireless Profile A selection of network environment types in which t o 
operate the access point: 
  !! 880022..1111aa oonnllyy
This mode supports wireless A clients with data rat es of up 
to 54Mbps in the frequency range of 5.4GHz. 

  !! 880022..1111bb oonnllyy
This mode supports wireless B clients with data rat es of up 
to 11Mbps in the frequency range of 2.4GHz. 
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  !! 880022..1111bb // gg mm iixxeedd
This mode supports both wireless B and G clients. 

  !! 880022..1111gg oonnllyy
This mode supports wireless-G clients that offer 
transmission rates of up to 54Mbps in the 2.4GHz 
frequency band. 

Peer Mac ( Only in 
Point-to-Point
mode )

This mode can support more than one access point. T his 
feature allows you to create a new peer MAC for 
another access point so that the router operating i n the 
access point mode can connect to another access 
point. 

Peer MACs (Only 
in Point-to-
Multiple Point 
mode)

This mode can support multiple access points. This 
feature allows you to create multiple peer MAC 
addresses so that the router can connect to multipl e 
access points. 

Country Choose the  Country  where you are located. 

Channel This option allows you to select a frequency channe l for 
the wireless communication. This parameter is only 
available in the Access Point, Point to Point and P oint to 
Multiple Point modes. 

Select SmartSelect to automatically scan and 
recommend the best channel that the access point ca n 
utilize. 

Tx Rate Allow you to choose the rate of data transmission f rom 
1Mbps  to Fully Auto .

Closed System The access point will not broadcast its WLAN name 
(ESSID) when Closed system  is enabled. By default 
Closed system  is disabled.  

Channel Survey A list of channels that are detected by your access  point 
in the WLAN. Information such as frequency, channel , 
MyQuality, NeighQuality, APCount and 
Recommendation can be found in the listing.  
The Access Point and Gateway modes support this 
feature. 
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SSCCAANN FFOORR SSIITTEE SSUURRVVEEYY

((OONNLLYY FFOORR CCLLIIEENNTTMMOODDEE AANNDD WWIIRREELLEESSSS RROOUUTTIINNGG CCLLIIEENNTTMMOODDEE ))

SStteepp 11::

In the MMoodd ee SSeettuupp page, click on the SSiittee SSuurrvveeyy button. 

The SSiittee SSuurrvveeyy provides a list of the MMAACC aa dd dd rreesssseess ((BBSSSSIIDD)) and SSSSIIDD of 
neighbouring access points detected, the CChhaa nn (channels), AAuutthh
(Authentication), AAllgg (Algorithm) used, and the strength of the SSiigg nnaa ll
received. 
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SStteepp 22::

To connect the client to one of the access points d etected: 
Select the radio button corresponding to the access  point you want to 
connect to. 

SStteepp 33::

Click on the AApp pp llyy button to effect the change and return to the setup  
page. 

SStteepp 44::

Click on the RReeffrreesshh button to update this screen. 

This table describes the read-only parameters of ne ighbouring access points 
that can be viewed from the Site Survey page. 

Parameters Description
Bssid In an infrastructure wireless network, the BSSID re fers to 

the wireless MAC address of the access point. 

SSID Refers to the network name that uniquely identifies the 
network to which the access point is connected. 

Chan Refers to the channel being used for transmission. 

Auth Refers to the types of authentication, such as WPA,  WPA-
Personal, etc being used by the access point. 

Alg Refers to the types of algorithm, such as WEP, TKIP , etc 
being used by the access point. 

Signal Describes the strength of the signal received in 
percentage. 
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NOTE
The purpose of using Site Survey is to scan and display all access 
points based on the current security setting of you r access point. 
For instance, the following information supplied by  the Site Survey 
according to the security setting is explained: 

 ! If the security mode is set to None or WEP, the scan will show 
all available access points that have no security o r WEP 
security 

 ! If the security mode is set to WPA-Personal , the scan will show 
all available access points having all types of sec urity from no
security, WEP security to WPA-Personal  security. 
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SSHHOOWW LLIINNKK IINNFFOORRMMAATTIIOONN

((OONNLLYY FFOORR CCLLIIEENNTTMMOODDEE AANNDD WWIIRREELLEESSSS RROOUUTTIINNGG CCLLIIEENNTTMMOODDEE))

SStteepp 11::

To view the connection status when the client is li nked to another access 
point, click on the SShhooww LLiinnkk IInnffoorrmm aa ttiioonn button.

The LLiinnkk IInnffoorrmm aa ttiioonn table illustrates the following data: 
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This table describes the parameters that can be vie wed from the LLiinnkk
IInnffoorrmm aa ttiioonn page. 

Parameters Description
State Refers to the MAC address of the BSS (AP to which t he 

client is connected). 

Current Channel The channel that is being presently used for transm ission. 

Tx Rate The rate of data transmission in Mbps. 
Signal Strength Given in percentage, showing the intensity of the s ignal 

received.
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SSCCAANN FFOORR CCHHAANNNNEELL SSUURRVVEEYY

((AAVVAAIILLAABBLLEE FFOORR AACCCCEESSSS PPOOIINNTTMMOODDEE AANNDD GGAATTEEWWAAYY MMOODDEE ))

Channel Survey provides a list of all channels that  are supported by the access 
point. This feature will show relative interference  of all channels and 
recommend the least congested channel.   
When the users want to scan for and find the best c hannel, they can use 
Channel Survey .

SStteepp 11::

In the MMoodd ee SSeettuupp page, click on the CChhaa nnnnee ll SSuurrvveeyy button. 

The CChhaa nnnnee ll SSuurrvveeyy provides a list of the FFrreeqq (frequency) and CChhaa nnnnee ll of 
the access point detected, the AAPPCCoouunntt, MMyyQQuuaa lliittyy (your access point’s 
interference from your access point’s channel signa l) received and 
NNee iigg hhQQuuaa lliittyy (interference from the neighbouring access points’  channel 
signals) received.  
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The values indicate the level of interference. 
The higher the value, the higher the interference. 
If the value is zero, there is no interference. 

SStteepp 55::

To connect the client to one of the channels detect ed, select the radio 
button corresponding to the channel you want to con nect to. 

SStteepp 66::

Click on the AApp pp llyy button to effect the change and return to the setup  
page. 

SStteepp 77::

Click on the RReeffrreesshh button to update this screen. 
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This table describes the read-only parameters of al l channels that can be 
viewed from the Channel Survey page. 

Parameters Description
Freq Refers to the frequency of the channel at which you r 

access point is operating. 

Channel Refers to the channel of the access point being use d for 
transmission depending on its origin of country. 

MyQuality Indicates the interference level of the respective channel 
with this AP. 
The lower the value, the less interference. 

APCount Refers to the total number of access points operating at 
the current channel. 

NeighQuality Indicates the interference level with those discove red 
APs at those respective channels. 
The lower the value, the less interference. 

Recommendation Indicates the best channel for the AP device to use  in its 
current environment. 
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AANNTTEENNNNAA AALLIIGGNNMMEENNTT

((AAVVAAIILLAABBLLEE FFOORR AALLLL MMOODDEESS ))

The Antenna Alignment  feature in the access point is designed to precise ly 
align the antenna over such a long distance so that  the connectivity 
communication between your access point and another  remote or 
neighbouring access point could be improved as indi cated by higher signal 
strength. 

SStteepp 11::

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on AAnntteennnnaa AAlliigg nnmm eenntt. The 
AAnntteennnnaa AAlliigg nnmm eenntt page can act as a diagnostic tool to check the 
communication with a  remote device.  The remote AP  MAC Address is 
preset to all zeros by default. 

SStteepp 22::

If you wish to specify the MAC address of the remot e AP, key in the field next 
to RReemm oottee AAPP AAdd dd rreessss ((oopp ttiioonn)), followed by executing the SSttaa rrtt button.  Then 
the pop-up status screen will show up, allowing you  to monitor the signal 
strength received from the remote access points. 

If there is no specified AP with 
its MAC address you have 
keyed in, the screen below will 
show on the right. To abort or 
key in the MAC address of the 
other available remote AP, 
click on the SSttoopp button. 
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NOTE
If no MAC address is entered, the Antenna Alignment  tool will 
make use of the SSID to align the antenna. Please m ake sure that 
the correct SSID is entered. If more than one acces s point (AP) 
share the same SSID, the Antenna Alignment  tool will show the 
strongest signal AP. 

The DIAG LED indicates the signal strength as descr ibed below: 

Signal Strength 
(RSSI Value) 

Status of DIAG LED 

Above 20 Stays turned ON 

Between 19 and 17  Flashes 6 times 

Between 17 and 14 Flashes 3 times 

Between 13 and 10  Flashes ONCE 

Below 10 Turns OFF 

NOTE
The signal strength of below RSSI of 10 is not reco mmended for 
outdoor long distance connection. 

! 
NOTE: To ensure proper functionality of the device, sele ct to
Stop after performing antenna alignment. 
Alternatively, you may also reboot the device. 
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TTOO CCOONNFFIIGGUURREE TTHHEE SSEECCUURRIITTYY SSEETTUUPP OOFF TTHHEE WWIIRREELLEESSSS MMOODDEE

Kindly refer to Chapter 5 on WLAN Security  for details on setting the different 
security modes of the access point. 

TTOO CCOONNFFIIGGUURREE TTHHEE AADDVVAANNCCEEDD SSEETTUUPP OOFF TTHHEE WWIIRREELLEESSSS MMOODDEE

The following will guide you to configure the advan ced setup of the wireless 
mode you have selected. 

SStteepp 11::

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu to expand into the four 
sub-menus. From here, click on AAdd vvaa nncc eedd.

SStteepp 22::

In the WWLLAANN AAdd vvaa nncc eedd SSeettuupp page, enter the parameters. 

SStteepp 33::

Click on the AApp pp llyy button to update the changes. 
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This table describes the parameters that can be mod ified in the WWLLAANN
AAdd vvaa nncc eedd SSeettuupp page. 

Parameters Description
Beacon Interval 
(Only in Access 
Point mode) 

The Beacon Interval is the amount of time between 
beacon transmissions. A beacon is a guidance signal  
sent by the access point to announce its presence t o 
other devices in the network.  

Before a client enters the power-save mode, it need s the 
beacon interval  to know when to wake up to receive the 
beacon (and learn whether there are buffered frames  at 
the access point).  

Data Beacon Rate 
(DTIM)
(Only in Access 
Point mode) 

The Data Beacon Rate (DTIM) determines how often the 
beacon contains a delivery traffic indication messa ge 
(DTIM). The DTIM identifies which clients (in power -save 
mode) have data frames waiting for them in the acce ss 
point’s buffer.  

If the beacon period is set at 100 (default value),  and the 
data beacon rate is set at 1 (default value), then the 
access point sends a beacon containing a DTIM every  
100 K" secs (1 K" sec equals 1,024 " sec). 

RTS/CTS Threshold The RTS/CTS Threshold value determines the minimum size 
of a packet in bytes that would trigger the RTS/CTS  
mechanism. 

Frag Threshold The Frag Threshold value indicates the maximum size that 
a packet can reach without being fragmented.  

This value extends from 256 to 2346 bytes, where a value 
of 0 indicates that all the packets should be transmi tted 
using RTS. 

Transmit Power The Transmit Power drop-down list lets you pick from a 
range of transmission power. 

Radio Off When 
Ethernet Link 
Down

The Radio Off When Ethernet Link Down  function detects 
when the Ethernet link is down and disables the rad io card 
automatically. 
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Antenna Control The Antenna Control function allows you to control whether to 
use the: 

 ! Main  antenna 
 ! Aux (auxiliary) antenna
 ! Auto  (Default), to monitor the signal from each 

antenna and automatically switch to the one with 
better signal 

NOTE
The values illustrated in the examples are suggeste d values for 
their respective parameters. 

SSTTAATTIISSTTIICCSS

The following shows you the information on the wire less device that is 
connected to the WLAN. 

IINN AACCCCEESSSS PPOOIINNTTMMOODDEE

SStteepp 11::

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on SSttaa ttiissttiicc ss.

Wireless clients that are connected to the WLAN are shown in the WLAN 
Station List. 

SStteepp 22::

Click on the RReeffrreesshh button to get the latest information on the availab ility of 
wireless clients in the wireless network. 
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SStteepp 33::

To check the details on individual wireless client,  click on the MAC Address in 
the WLAN Station List. 

The following screen will show the statistics of th e selected wireless client. 
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IINN CCLLIIEENNTTMMOODDEE

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on SSttaa ttiissttiicc ss.

In CClliieenntt mode, you are not allowed to view other wireless c lients’ statistics. To 
view other wireless clients information, you need t o change to Access Point 
mode. 
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IINN PPOOIINNTTTTOO PPOOIINNTTMMOODDEE

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on SSttaa ttiissttiicc ss.
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IINN PPOOIINNTTTTOO MMUULLTTIIPPLLEE PPOOIINNTT MMOODDEE

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on SSttaa ttiissttiicc ss.
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IINN WWIIRREELLEESSSS RROOUUTTIINNGG CCLLIIEENNTTMMOODDEE

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on SSttaa ttiissttiicc ss.
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IINN GGAATTEEWWAAYY MMOODDEE

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN SSeettuupp. Click on SSttaa ttiissttiicc ss.

To view the statistics information if a wireless cl ient connected to the AP, click 
on the MAC address of that client. 
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WWAANN SSEETTUUPP

(only supported by Wireless Routing Client and Gate way) 
A correct WAN Setup  allows you to successfully share your Internet con nection 
among the wired and wireless clients of the access point. To do so, you need to 
identify the type of broadband Internet access you are subscribed to. If you are 
using : 

 ! Cable Internet where the ISP dynamically assigns a WAN IP address  to you, 
refer to WAN Setup - Cable Internet with Dynamic IP  Assignment. 

 ! Cable Internet where your ISP provides you with a fixed WAN IP address  (or 
a   range of fixed IP addresses), refer to WAN Setu p - Cable Internet with 
Static IP Assignment. 

 ! ADSL Internet that requires standard PPP over Ethernet (PPPoE)  for 
authentication, refer to WAN Setup - ADSL Internet using PPP over Ethernet 
(PPPoE). 

 ! ADSL Internet that requires standard Point-to-Point Tunneling Protocol (PPTP)
for authentication, refer to WAN Setup – ADSL Inter net using Point-to-Point 
Tunneling Protocol (PPTP). 

WAN Setup - Cable Internet with Dynamic IP Assignment 

The access point is pre-configured to support a WAN  type that dynamically 
obtains an IP address from the ISP. However, you ma y verify the WAN settings with 
the following steps: 

Step 1: Under  CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN
SSeettuupp.

SStteepp 22::

On the WWAANN DDyynnaa mm iicc SSeettuupp screen that follows, verify that the WWAANN TTyypp ee reads 
DDyynnaa mm iicc ((DDHHCCPP)) in red colour. Otherwise, click on the CChhaa nngg ee button. 
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Step 3: 
Simply select DDyynnaa mm iicc IIPP AAdd dd rreessss
and hit the AApp pp llyy button. 

Please remember to click RReebb oooott
SSyysstteemm under SSYYSSTTEEMM TTOOOOLLSS and hit 
the RReebb oooott button to let the settings 
take effect. 

Note:

Additional configuration might be required before y our ISP will allocate an IP 

address to the access point. 

Certain ISPs require authentication through a DHCP Cli ent ID before releasing a 

public IP address to you. The access point uses the  System Name in the System 

Identity as the DHCP Client ID. 

Therefore, if this is the case, refer to your ISP f or the correct DHCP Client ID 
to be set and follow  steps 4 - 5  to accomplish the setup.

SStteepp 44::

Steps 4 - 5 are for those who need to 
set up the SSyysstteemm NNaa mm ee in SSyysstteemm
IIdd eennttiittyy so that your ISP can 
authenticate it as a valid DHCP Client 
ID. 
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Click on SSyysstteemm IIdd eennttiittyy under the 
SSYYSSTTEEMM TTOOOOLLSS command menu. 

Step 5: 
On the following screen, key in the 
your ISP assigned DHCP Client ID as 
the SSyysstteemm NNaa mm ee (You may also like 
to key in a preferred SSyysstteemm ss CCoonnttaa cc tt
person and the SSyysstteemm LLoocc aa ttiioonn of 
the access point). Click the AApp pp llyy
button to complete. 

Please remember to click RReebb oooott
SSyysstteemm under SSYYSSTTEEMM TTOOOOLLSS and hit 
the RReebb oooott button to let the settings 
take effect. 
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WAN Setup - Cable Internet with Static IP Assignmen t 

If you have an ISP that leases a static WAN IP for your subscription, you will need 
to configure your access point’s WAN type according ly. For example, if the ISP 
provided you with the following setup information, you can set up your WAN as 
described below: 
IP Address                 :  203.120.12.240 
Network Mask                 : 255.255.255.0 
Gateway IP Address   : 203.120.12.2 

Step 1: 
Under  CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN SSeettuupp.

Step 2: 
Access the SSee lleecc tt WWAANN TTyypp ee page 
and choose SSttaa ttiicc IIPP AAdd dd rreessss before 
clicking the AApp pp llyy button.  You will 
then be brought to the following 
page requiring your inputs. 

Step 3: 
Fill in the information provided by 
your ISP in the IIPP AAdd dd rreessss,, NNeettwwoorrkk
MMaa sskk and GGaa tteewwaa yy IIPP AAdd dd rreessss
fields, before clicking the AApp pp llyy
button.

Please remember to click RReebb oooott
SSyysstteemm under SSYYSSTTEEMM TTOOOOLLSS and hit 
the RReebb oooott button to let the settings 
take effect. 
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WAN Setup - ADSL Internet using PPP over Ethernet (PPPoE) 
If you subscribe to an ADSL service using PPP over Ethernet (PPPoE) 
authentication, you can set up your access point’s WAN type as follows. For 
example, you may configure an account whose usernam e is ‘guest’ as 
described below: 

Step 1: 
Under CCOONNFFIIGGUURRAATTIIOONN on the 
command menu, click on WWAANN SSeettuupp.

Step 2: 
Access the SSee lleecc tt WWAANN TTyypp ee page 
and choose PPPPPP oovveerr EEtthheerrnnee tt before 
clicking the AApp pp llyy button.  You will 
then be brought to the following 
page requiring your inputs.

Step 3: 
For UUsseerrnnaa mm ee, key in your ISP 
assigned account name (e.g. guest 
for this example), followed by your 
account PPaa sssswwoorrdd.

Step 4: 
Select AAllwwaa yyss--OOnn if you want your  
access point to always maintain a 
connection with the ISP. Otherwise, 
you may select OOnn--DDeemm aa nndd. The 
access point will then connect to the 
ISP automatically when it receives 
Internet requests from the PCs in your 
network.

The IIdd llee TTiimm eeoouutt setting is associated with the OOnn--DDeemm aa nndd option, allowing you 
to specify the value (in seconds) after which the a ccess point will disconnect 
from the ISP after the last Internet activity. A va lue of “0” will disable idle timeout. 
RReecc oonnnneecc tt TTiimm ee FFaa cc ttoorr is associated with the AAllwwaa yyss--oonn option and specifies 
the maximum time the access point will wait before re-attempting to connect 
with your ISP. Hit the AApp pp llyy button and RReebb oooott the access point.
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You can limit the maximum size a packet can be in a  network by setting the MMTTUU
(Maximum Transmissible Unit). 

Click the MMTTUU Button in AAdd vvaa nncc eedd WWAANN OOpp ttiioonnss.

The MMTTUU VVaa lluuee has a range of 1 to 1492. 

Enter the MMTTUU VVaa lluuee and click AApp pp llyy.
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WAN Setup – ADSL Internet using PPTP 
If you subscribe to an ADSL service using Point-to- Point Tunneling Protocol (PPTP) 
authentication, you can set up your access point’s WAN type from the steps 
that follow. For example, if the ISP provided you w ith the following set up 
information, you can set up your WAN as described b elow: 
IP Address :  203.120.12.47 
Network Mask : 255.255.255.0 
VPN Server : 203.120.12.15
Step 1: 
Under CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN SSeettuupp.

Step 2: 
Access the SSee lleecc tt WWAANN TTyypp ee page and 
choose PPPPTTPP before clicking the AApp pp llyy
button.  You will then be brought to the 
following page requiring your inputs. 

Step 3: 
Fill in the information provided by 
your ISP in the IIPP AAdd dd rreessss,,
NNeettwwoorrkk MMaa sskk, VVPPNN SSeerrvveerr, and 
DDHHCCPP fields, followed by clicking 
the AApp pp llyy button. 

Please remember to click RReebb oooott
SSyysstteemm under SSYYSSTTEEMM TTOOOOLLSS and 
hit the RReebb oooott button to let the 
settings take effect. 

The IIdd llee TTiimm eeoouutt setting allows 
you to specify the value (in 
seconds) after which the access 
point will disconnect from the ISP 
after the last Internet activity. A 
value of “0” will disable idle 
timeout. 
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WAN Setup – L2TP 
If you’re using Layer 2 Tunneling Protocol (L2TP) a uthentication, you can set up 
your access point’s WAN type from the steps that fo llow. For example, if the ISP 
provided you with the following set up information,  you can set up your WAN as 
described below: 
IP Address :  203.120.12.47 
Network Mask : 255.255.255.0 
VPN Server : 203.120.12.15
Step 1: 
Under CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN SSeettuupp.

Step 2: 
Access the SSee lleecc tt WWAANN TTyypp ee page and 
choose LL22TTPP before clicking the AApp pp llyy
button.  You will then be brought to the 
following page requiring your inputs. 

Step 3: 
Fill in the information provided by 
your ISP in the IIPP AAdd dd rreessss,,
NNeettwwoorrkk MMaa sskk, VVPPNN SSeerrvvee rr, and 
DDHHCCPP fields, followed by clicking 
the AApp pp llyy button.

Please remember to click RReebb oooott
SSyysstteemm under SSYYSSTTEEMM TTOOOOLLSS and 
hit the RReebb oooott button to let the 
settings take effect. 

The IIdd llee TTiimm eeoouutt setting allows 
you to specify the value (in 
seconds) after which the access 
point will disconnect from the ISP 
after the last Internet activity. A 
value of “0” will disable idle 
timeout. 



69

TTEELLNNEETT// SSSSHH SSEETTUUPP

Telnet allows a computer to remotely connect to the  access point CLI 
(Command Line Interface) for control and monitoring . 

SSH (Secure Shell Host) establishes a secure host c onnection to the access point 
CLI for control and monitoring. 

Telnet/SSH Setup 

Click Telnet/SSH Setup from the CONFIGURATION menu. 

1. To enable Telnet Server: Select Telnet Server En able and enter the Port Number. 
2. To enable SSH server: Select SSH Server Enable a nd enter the Port Number. 

Click Apply .

   1

2 
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To add user: 
1. Click Add button.

2. In Add User Entry Page, enter User Name, Passwor d, and specify whether user is 

granted permission to Read Only or Read/Write. 

3. Click Apply. 

To Delete User: 

1. Select which user to Delete. 

2. Click Delete. 

3 
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User Management list refreshes to update users. 

To Refresh User Management list: 
Click Refresh to refresh User Management list. 
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TTEELLNNEETTCCOOMMMMAANNDD LLIINNEE IINNTTEERRFFAACCEE

Telnet CLI (Command Line Interface) 

The user may connect to the CLI (Command Line Inter face) via a TELNET session 
to the default IP, 192.168.168.1. This section uses Microsoft TELNET command for 
instruction. You may use any TELNET client.  

Connecting to CLI (Command Line Interface) via TELNET

1. Connect to CLI (Command Line Interface) with the following 
command at DOS prompt. The TELNET application will then be launched and connect. 

C:\WINDOWS\TELNET 192.168.168.1 

2. At the login prompt, type in “password” (default password) and press 
the <ENTER> key, as shown in Figure 2.4c. You will then login to the CLI. 
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SSEECCUURREE SSHHEELLLL HHOOSSTTCCOOMMMMAANNDD LLIINNEE IINNTTEERRFFAACCEE

SSH CLI (Secure Shell Host Command Line Interface) 

 SSH is designed and created to provide the best security when 
accessing another computer remotely. Not only does it encrypt the 
session, it also provides better authentication facilities and features that 
increase the security of other protocols. It can use different forms of 
encryption and ciphers.

The first diagram below shows a telnet session. 

The second diagram below shows how an encrypted connection like 
SSH is not viewable on the network. The server still can read the 
information, but only after negotiating the encrypted session with the 
client.
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SSH CLI has a command line interface like shown bel ow for example. 
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WWEEBB MMOODDEE

The access point supports HTTPS (SSL) in addition t o the standard HTTP. 

HTTPS (SSL) features additional authentication and encryption for secure 
communication. 

Web Management Setup 

Select Web Management Setup from the CONFIGURATION menu. 

1. Select whether to set web server to HTTP or HTTP S (SSL) mode. 
2. Click Apply .

Changes will be effected after reboot. 

   1

2 
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SSNNMMPP SSEETTUUPP

Simple Network Management Protocol (SNMP) is a set of communication 
protocols that separates the management architectur e from the architecture 
of the hardware devices. 

Step 1: 
Click on SSNNMMPP from the CCOONNFFIIGGUURRAATTIIOONN menu. 

Step 2: 
Select EEnnaa bb llee from the SSNNMMPP SSttaa ttee drop-down list.  

The default RReeaa dd PPaa sssswwoorrdd is set to public  while the default RReeaa dd // WWrriittee
PPaa sssswwoorrdd is private.

Step 3: 
Click on the AApp pp llyy button. 



77

SSTTPP SSEETTUUPP

(Only available in Access Point, Point to Point and  Point to Multiple Point 
modes) 

Spanning Tree Protocol (STP) is a link management protocol that helps to 
prevent undesirable loops occurs in the network. Fo r an Ethernet network to 
function properly, only one active path can exist b etween two stations. If a 
loop exists in the network topology, duplication of messages will occur and this 
might confuse the forwarding algorithm and allow du plicate frames to be 
forwarded. 
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In short, the main purpose of activating STP is to prevent looping when you 
have redundant paths in the network. Without activa ting STP, redundant 
topology will cause broadcast storming. 

To establish path redundancy, STP creates a tree that spans all of the devices in 
an extended network, forcing redundant paths into a  standby, or blocked, 
state, but establishing the redundant links as a ba ckup in case the active link 
should fail. If STP costs change, or if one network  segment in the STP becomes 
unreachable, the spanning tree algorithm reconfigur es the spanning tree 
topology and re-establishes the connection by activ ating the standby path. 
Without spanning tree in place, it is possible that  more than one connection 
may be simultaneously live, which could result in a n endless loop of traffic on 
the LAN. 

Spanning-Tree Protocol operation is transparent to end stations, which are 
unaware whether they are connected to a single LAN segment or a switched 
LAN of multiple segments. 
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The path with the smallest cost will be used and ex tra redundant paths will be 
disabled. 

To explain the effect of STP & Pseudo VLAN on the w ireless clients, we will 
compare 3 separate scenarios. 

Scenario #1  – (No STP, No Pseudo VLAN) 
Referring to the illustration below, if the Spannin g Tree Protocol (STP) and 
Pseudo VLAN are not implemented in a network, all cl ients (Notebook#1, #2, 
#3 & #4,) can access to one another, resulting in l ow level of data security. Due 
to the redundant paths found in this network, broad cast packets will be 
duplicated and forwarded endlessly resulting in a b roadcast storm. 
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Scenario #2  – (With STP, No Pseudo VLAN) 

When STP is enabled, extra redundant network paths between APs will be 
disabled, hence preventing multiple active network paths in-between any two 
APs. 

If one of the APs is down, the STP algorithm will r eactivate one of the redundant 
paths so that the network connection will not be lo st. 

All wireless users will be able to communicate with  each other if they are 
associated to the APs that are in the same WDS zone . 
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Scenario #3  – (With STP and Pseudo VLAN) 

In this example, both STP and Pseudo VLAN Per Node are implemented in this 
network.  When Pseudo VLAN Per Node is activated, t he wireless users will be 
unable to access one another.  
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SStteepp 11::

Click on SSTTPP SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. 

SStteepp 22::

Select EEnnaa bb llee from the SSTTPP SSttaa ttuuss radio button, fill in the fields, and click on 
the AApp pp llyy button to update the changes. 

Priority: (Default: 32768, Range: 0 – 65535)  
This is the relative priority.  
The lowest priority will be elected as the root.  

Hello Time: (Default: 2, Range: 1 – 10)  
This is the hello time.  
Every (this number) seconds, a hello packet is sent  out by.  
Hello packets are used to communicate information a bout the topology 
throughout the entire STP network. 

Forward Delay: (Default: 15, Range: 4 – 30) 
The forward delay is the time that is spent in the listening and learning state. 

Max Age: (Default: 20, Range: 6 – 40) 
The max age timer controls the maximum length of ti me that passes before a 
port saves its configuration information. 
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MMAACC FFIILLTTEERRIINNGG

MAC Filtering acts as a security measure by control ling the users accessing to 
the network through their MAC address. Each WLAN or  radio card supports up 
to 16 virtual access points and has its own MAC add ress listing. The client MAC 
addresses entries can be set apply to all, or to on ly selected virtual access 
points. 

! 
NOTE: MAC Filterin g will not filter any MAC address
from Ethernet port. 
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Add a MAC address to the MAC Address List.

SStteepp 11::

Select MMAACC FFiillttee rriinngg from WWLLAANN SSeettuupp ((aa // bb // gg )).
MAC Address Filtering page displays. 

In this page you may also set the MAC Filtering Status to EEnnaa bb llee or DDiissaa bb llee
for access points and set the Policy to either AAcc cc eepp tt or DDeennyy MAC
addresses.

MAC Filtering set to EEnnaa bb llee with Policy to AAcc cc eepp tt
only the MAC addresses in the MAC Filter Address 
List and deny all other MAC addresses. 

MAC Filtering set to EEnnaa bb llee with Policy to DDeennyy all 
the MAC addresses in the MAC Filter Address List 
and accept all other MAC addresses. 

MAC Filtering set to DDiissaa bb llee. Whether Policy is set to 
EEnnaa bb llee or DDeennyy does not matter. 

MAC Filtering set to DDiissaa bb llee. Whether Policy is set to 
EEnnaa bb llee or DDeennyy does not matter. 

Click EEdd iitt.
(This displays the MAC Address List of individual virtual access points.) 
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SStteepp 22::
MAC Filter Address List page displays. 

Click the AAdd dd button.

SStteepp 33::
Add MAC Address page displays. 
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SStteepp 44::

Enter the MAC Address of the client in the format xx-xx-xx-xx-xx-xx , where x 
can take any value in the range 0-9 or a-f.
Enter the Comment. This describes the MAC Address you have entered. 

To apply to all virtual access points: Check AApp pp llyy ttoo AAllll.
To apply to specific virtual access point: Select the checkbox of the corresponding 
AP.

Click the AApp pp llyy button.

SStteepp 55::
MAC Filter Address List page displays with updated MAC Address List. 
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NOTE
Please reboot to effect all changes and new MAC add ress 
entries. 

DDEELLEETTEE AA MMAACC AADDDDRREESSSS FFRROOMM AALLLL AACCCCEESSSS PPOOIINNTTSS..

SStteepp 11::

Select MMAACC FFiillttee rriinngg from WWLLAANN SSeettuupp ((aa // bb // gg )).
MAC Address Filtering page displays. 

Click VViieeww CCoomm pp llee ttee MMAACC LLiisstt..
(This displays the MAC Address List of the radio card.) 
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SStteepp 22::

MAC Filter Address List page displays. 
Select the checkbox of the MAC address you wish to delete. 

Click the DDee llee ttee button.

SStteepp 33::
MAC Filter Address List page displays with updated MAC Address List. 
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DDEELLEETTEE AA MMAACC AADDDDRREESSSS FFRROOMM IINNDDIIVVIIDDUUAALL AACCCCEESSSS PPOOIINNTT..

SStteepp 11::

Select MMAACC FFiillttee rriinngg from WWLLAANN SSeettuupp ((aa // bb // gg )).
MAC Address Filtering page displays. 

Click EEdd iitt for the corresponding access point. 
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SStteepp 22::
MAC Filter Address List page displays. 
Select the checkbox of the MAC address you wish to delete. 

Click the DDee llee ttee button.

SStteepp 33::
MAC Filter Address List page displays with updated MAC Address List. 
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EEDDIITTMMAACC AADDDDRREESSSS FFRROOMM TTHHEE MMAACC AADDDDRREESSSS LLIISSTT..

SStteepp 11::

Select MMAACC FFiillttee rriinngg from WWLLAANN SSeettuupp ((aa // bb // gg )).
MAC Address Filtering page displays. 

Click EEdd iitt.

SStteepp 22::

MAC Filter Address List page displays. 
Select the MAC address to edit. 
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SStteepp 33::

The Edit MAC Address page displays. 
Edit the MAC address settings accordingly. 

Click SSaa vvee.

SStteepp 44::

MAC Filter Address List page displays with updated MAC Address List. 
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CChhaa pp ttee rr 55:: WWLLAANN SSeecc uurriittyy

This section illustrates how to make your WLAN more secure. All the nodes in 
your network MUST  share the same wireless settings to be able to com municate. 

We will illustrate how to configure each type of se curity mode individually.  

To start with, follow the common preliminary steps described below to select 
the most appropriate security approach for protecti ng your wireless 
communications.  

SStteepp 11::

Click on WWLLAANN SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu to select SSeecc uurriittyy.

SStteepp 22::

Make a selection from the SSeecc uurriittyy MMoodd ee drop down menu. The SSeecc uurriittyy
MMoodd ee is set to NNOONNEE by default. 

Click on the AApp pp llyy button. 
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HHOOWW TTOO SSEETTUUPP WWEEPP
The guidelines below will help you to set up your a ccess point for using WEP. 

At the WEP Setup page, 
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SStteepp 11::

Specify the kkeeyy eennttrryy ttyypp ee, by selecting either: 
  !! UUssee HHeexxaa dd eecc iimm aa ll::
  !! UUssee AASSCCIIII

SStteepp 22::

Select the TTrraa nnssmm iissssiioonn KKeeyy from the pull down menu: 
  !! KKeeyy 11
  !! KKeeyy 22
  !! KKeeyy 33
  !! KKeeyy 44

The access point lets you define up to four differe nt transmission keys. It 
defines a set of shared keys for network security. Y ou must enter at least one 
WEP key to enable security using a shared key. 

SStteepp 33::

Select the lleenngg tthh of each encryption key:
  !! 6644-- bb iitt WWEEPP

10 hexadecimal or 5 ASCII Text 
  !! 112288--bb iitt WWEEPP

26 hexadecimal or 13 ASCII Text 

To clear the values that you had entered in the fie ld, click on the RReessee tt
button.

Click on the AApp pp llyy button and reboot your access point. 
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HHOOWW TTOO SSEETTUUPP WWPPAA--PPEERRSSOONNAALL

(Only available in Access Point mode) 
The guidelines below will help you to set up the ac cess point for using WPA-
Personal. Please follow the steps below if you have  activated WPA-Personal ,
WPA2-Personal  or WPA-Personal-AUTO security modes. 

At the WWPPAA11// 22--PPSSKK SSeettuupp page, 

SStteepp 11::

Specify the kkeeyy eennttrryy ttyypp ee, by selecting either: 
  !! PPaa sssspp hhrraa ssee ((AAllpp hhaa nnuumm eerriicc cc hhaa rraa cc tteerrss))
  !! HHeexxaa dd eecc iimm aa ll

SStteepp 22::

Fill in the pre-shared network key: 
If you are using the PPaa sssspp hhrraa ssee format, your entry can consist of a minimum 
of 8 alphanumeric characters or a maximum of 63 alph anumeric characters. 

Otherwise, when using the HHeexxaa dd eecc iimm aa ll format, your entry MUST  consist of 64 
hexadecimal characters. 
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SStteepp 33::

For WPA-Personal 
Set the CCiipp hheerr TTyypp ee to TTKKIIPP.
WPA replaces WEP with a strong encryption technolog y called Temporal Key 
Integrity Protocol (TKIP) with Message Integrity Ch eck (MIC).  

For WPA2-Personal 
Set the CCiipp hheerr TTyypp ee to AAEESS.
Advanced Encryption Standard (AES) is a stronger symmetric 128-bit block  
data encryption technique. AES is a requirement of WPA2 under the IEEE 
802.11i  standard. 

For WPA-Personal-AUTO 
Set the CCiipp hheerr TTyypp ee to AAuuttoo to allow the access point to automatically 
detect the cipher type to use. 

SStteepp 44::

Enter the GGTTKK ((GGrroouupp TTrraa nnssiieenntt KKeeyy)) UUpp dd aa tteess.
This is the length of time after which the access p oint will automatically 
generate a new shared key to secure multicast/broad cast traffic among all 
stations that are communicating with it. By default , the value is 600 seconds. 

SStteepp 55::

Press the AApp pp llyy button and reboot your system, after which your set tings will 
become effective. 
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HHOOWW TTOO SSEETTUUPP 880022..11XX// RRAADDIIUUSS
(Only available in Access Point mode) 
The guidelines below will help you to set up the ac cess point for using 
802.1x/RADIUS. 

At the IEEE 802.1x Setup page, 

SStteepp 11::

Key in the IP address of the PPrriimm aa rryy RRAADDIIUUSS SSeerrvveerr in your WLAN. You can 
optionally add in the IP address of a SSeecc oonndd aa rryy RRAADDIIUUSS SSeerrvveerr, if any. 

The RADIUS authentication server MUST  be in the same subnet as the access 
point. 

SStteepp 22::

By default, the value for AAuutthheennttiicc aa ttiioonn PPoorrtt number is 11881122. You can leave 
this value as it is. This value must be set to be t he same as the one in the 
RADIUS server. 

SStteepp 33::

By default, the value for AAcc cc oouunnttiinngg PPoorrtt number is 11881133. You can leave this 
value as it is. This value must be set to be the sa me as the one in the RADIUS 
server. 
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SStteepp 44::

Enter the SShhaa rreedd SSeecc rree tt KKeeyy in the field provided. 

SStteepp 55::

By default, the BBrrooaa dd cc aa sstt KKeeyy RRoottaa ttiioonn is set as 660000 seconds. You may leave 
this value as its default setting. 

SStteepp 66::

Select the lleenngg tthh of each encryption key:
  !! 6644-- bb iitt

10 hexadecimal or 5 ASCII Text 
  !! 112288--bb iitt

26 hexadecimal or 13 ASCII Text 

SStteepp 77::

Press the AApp pp llyy button and reboot your system, after which your set tings will 
become effective. 
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HHOOWW TTOO SSEETTUUPP WWPPAA EENNTTEERRPPRRIISSEE

(Only Access Point mode supports WPA2-Enterprise an d WPA-Enterprise-AUTO) 
The guidelines below will help you to set up the ac cess point for using 
WPA- Enterprise . Please follow the steps below if you have selecte d the 
WPA or WPA1-  Enterprise, WPA2- Enterprise or WPA-  Enterprise -AUTO.

At the WWPPAA11// 22--EEAAPP SSeettuupp page, 

SStteepp 11::

Key in the IP address of the PPrriimm aa rryy RRAADDIIUUSS SSeerrvveerr in your WLAN. 

You can optionally add in the IP address of a SSeecc oonndd aa rryy RRAADDIIUUSS SSeerrvveerr, if 
any. The RADIUS authentication server MUST  be in the same subnet as the 
access point. 

SStteepp 22::

By default, the value for AAuutthheennttiicc aa ttiioonn PPoorrtt number is 11881122. You can either 
leave this value as it is or key in a different Aut hentication Port but it MUST
match the corresponding port of the RADIUS server. 



101

SStteepp 33::

By default, the value for AAcc cc oouunnttiinngg PPoorrtt is 11881133. You can leave this value as 
it is. This value must be set to be the same as the  one in the RADIUS server. 

SStteepp 44::

Enter the SShhaa rreedd SSeecc rree tt KKeeyy used to validate client-server RADIUS 
communications. 

SStteepp 55::

Select the lleenngg tthh of each encryption key:
  !! 6644-- bb iitt

10 hexadecimal or 5 ASCII Text 
  !! 112288--bb iitt

26 hexadecimal or 13 ASCII Text 

SStteepp 66::

For WPA-Enterprise
Set the CCiipp hheerr TTyypp ee to TTKKIIPP.
WPA replaces WEP with a strong encryption technolog y called Temporal Key 
Integrity Protocol (TKIP) with Message Integrity Ch eck (MIC).  

For WPA2- Enterprise
Set the CCiipp hheerr TTyypp ee to AAEESS.
Advanced Encryption Standard (AES) is a symmetric 128-bit block data 
encryption technique. It is a requirement of WPA2 u nder the IEEE 802.11i 
standard. 

For WPA- Enterprise  -AUTO 
Set the CCiipp hheerr TTyypp ee to AAuuttoo to allow the access point to automatically 
detect the cipher type to use. 
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SStteepp 77::

Enter the GGTTKK ((GGrroouupp TTrraa nnssiieenntt KKeeyy)) UUpp dd aa tteess.
This is the length of time after which the access p oint will automatically 
generate a new shared key to secure multicast/broad cast traffic among all 
stations that are communicating with it. By default , the value is 600 seconds. 

SStteepp 88::

Press the AApp pp llyy button and reboot your system, after which your set tings will 
become effective. 
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CChhaa pp ttee rr 66:: WWiirree lleessss EExxtteenndd eedd FFeeaa ttuurreess

This section illustrates how to configure the wirel ess extended features. To start 
with, follow the common preliminary steps described  below. 

AACCCCEESSSS CCOONNTTRROOLL –– TTHHEE WWIIRREELLEESSSS PPSSEEUUDDOO VVLLAANN
(Only in Access Point mode) 
A VLAN is a group of PCs or other network resources that behave as if they 
were connected to a single network segment although  they may be physically 
located on different segments of a LAN. 

Those stations which are assigned to the same VLAN share network resources 
and bandwidth as if they were connected to the same  segment. Conversely, 
only the stations within the same VLAN can access e ach other. 

A Wireless Pseudo VLAN  acts by segregating a single wireless LAN into mul tiple 
VLANs so that communication is possible only among wireless clients within the 
same VLAN.  

When operating in the Access Point  mode, Access point allows you to define 
Wireless Pseudo VLAN Per Node  and Wireless Pseudo VLAN Per Group .
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WWIIRREELLEESSSS PPSSEEUUDDOO VVLLAANN PPEERR NNOODDEE

When implemented, this mode isolates each wireless client into its own pseudo 
VLAN. Wireless clients can therefore access resourc es on the wired network but 
are unable to see each other or access each other’s  data. 



105

The following steps demonstrate how to set up a Wir eless Pseudo VLAN per 
Node. 

SStteepp 11::

From WWLLAANN SSeettuupp under Configuration, click on AAdd vvaa nncc eedd, which shows the 
WWLLAANN AAdd vvaa nncc eedd SSeettuupp page. 

SStteepp 22::

Go to the EExxtteenndd eedd FFeeaa ttuurreess section, and click on the WWiirree lleessss PPsseeuudd oo VVLLAANN
button.

SStteepp 33::

The WWiirree lleessss PPsseeuudd oo VVLLAANN function is disabled by default. Click on the 
CChhaa nngg ee button to make your selection of the type of Pseud o VLAN to 
implement. 
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SStteepp 44::

Select the PPeerr nnoodd ee radio button and click on the AApp pp llyy button.

The Wireless Pseudo VLAN has configured as Per node . 
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WWIIRREELLEESSSS PPSSEEUUDDOO VVLLAANN PPEERR GGRROOUUPP

The access point can configure up to 32 ‘groups’ of  wireless clients identified by 
their MAC address. Whenever a wireless client reque sts network access, the 
access point will first verify whether its MAC addr ess is present in any of the 
Pseudo VLAN groups. If it is, the access point will  grant it access to the wired 
system resources and to all other wireless clients belonging to the same Pseudo 
VLAN group only. 
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The following steps demonstrate how to set up Wirel ess Pseudo VLAN Groups. 

CCRREEAATTEE AA CCLLIIEENNTTIINN AA PPSSEEUUDDOO VVLLAANN GGRROOUUPP

SStteepp 11::

From the SSee lleecc tt WWiirree lleessss PPsseeuudd oo VVLLAANN TTyypp ee page, select PPeerr gg rroouupp and click 
on the AApp pp llyy button. 

SStteepp 22::

Click on the AAdd dd button to create a client in the Wireless Pseudo V LAN 
group. 
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SStteepp 33::

Select a group number from the GGrroouupp drop-down list. 

SStteepp 44::

Fill in the HHaa rrdd wwaa rree AAdd dd rreessss field with the MAC address of the client in the 
format xxxx--xxxx--xxxx--xxxx--xxxx--xxxx, where x is any value within the range 0-9 or a-f.  

SStteepp 55::

Click on the AAdd dd button to update the changes. 

The Pseudo VLAN group has been added to the list as  shown below. 

NOTE
A client can be a member of more than one Pseudo VL AN 
group. For instance, if a client is a member of wir eless Pseudo 
VLAN groups 01 and 02, it will be able to communica te with the 
other clients in both groups. 
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AADDDD AANNOOTTHHEERR CCLLIIEENNTTIINN AA PPSSEEUUDDOO VVLLAANN GGRROOUUPP

Follow the procedures mentioned in Steps 3-5. You c an create up to 32 
members per Wireless Pseudo VLAN group. 

EEDDIITT// DDEELLEETTEE AA CCLLIIEENNTTIINN AA PPSSEEUUDDOO VVLLAANN GGRROOUUPP

SStteepp 11::

Click on the MMAACC aa dd dd rreessss in the table as shown below. 

SStteepp 22::

From the EEdd iitt WWiirree lleessss PPsseeuudd oo VVLLAANN EEnnttrryy page, 

Click on the DDee llee ttee button to remove the client from the group, or 
Click on the SSaa vvee button after you had edited the entry. 
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WWIIRREELLEESSSS SSEETTUUPP -- TTHHEE WWIIRREELLEESSSS DDIISSTTRRIIBBUUTTEEDD SSYYSSTTEEMM

(Only in Access Point mode) 

A wireless distribution system creates a wider netw ork in which mobile users can 
roam while still staying connected to the available  network resources by linking 
up several access points. 

In a WDS, the access point can drive a cell of wire d and wireless clients while at 
the same time, connecting to other access points. T his requires the operational 
frequency channel to be the same within the cell co ntrolled by your access 
point as well as for its wireless links to the othe r access points. 

Star Configuration WDS

In a star configuration WDS, links are established between one root Access 
point and several satellite wireless APs positioned  to increase the area covered. 

Here, the root Wireless AP connects to the wired ne twork and maintains three 
WDS links while each satellite Wireless AP (Access Point) maintain a WDS link for 
communication with the root. 
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Chain Configuration WDS

A chain configuration WDS spans an area in length, for instance a long corridor. 
Satellite access points are chained together starti ng from a root access point. 

The access point at either end of the chain will ha ve only one WDS link 
enabled, while the access points in the middle will  have two WDS links 
configured to associate with the neighboring Access  point upward and 
downward in the chain. 
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The following steps will guide you in setting up WD S in your access point. 

CCRREEAATTEE AA CCLLIIEENNTTIINN AA WWDDSS

SStteepp 11::

From WWLLAANN SSeettuupp under Configuration, click on AAdd vvaa nncc eedd, which shows the 
WWLLAANN AAdd vvaa nncc eedd SSeettuupp page. 

SStteepp 22::

Go to the EExxtteenndd eedd FFeeaa ttuurreess section, and click on the WWDDSS CCoonnffiigg uurraa ttiioonn
button.
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SStteepp 33::

As illustrated on the WWDDSS SSeettuupp, the WWDDSS feature is disabled by default. Click 
on the CChhaa nngg ee button.

SStteepp 44::

From the EEnnaa bb llee // DDiissaa bb llee WWDDSS page, select EEnnaa bb llee and click on the AApp pp llyy
button.

SStteepp 55::

Click on the AAdd dd button to create a MAC address of a client. 
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SStteepp 66::

Fill up the HHaa rrdd wwaa rree AAdd dd rreessss field with the wireless MAC address of the 
device to include in your WDS, using the format xx- xx-xx-xx-xx-xx, where x can 
take any hexadecimal value 0-9 or a-f. 

Click on the AAdd dd button to update the table. 

SStteepp 77::

From the WWDDSS CCoonnffiigg uurraa ttiioonn page, notice that the MAC Address has been 
added to the table as shown below. 

NOTE
To configure WDS, all your access points must use t he same 
channel and security mode and both access points at  opposite 
ends of a WDS link must have each other’s wireless MAC address  

AADDDD AANNOOTTHHEERR CCLLIIEENNTTIINN AA PPSSEEUUDDOO VVLLAANN GGRROOUUPP

Follow the procedures mentioned in Step 5 to Step 7 . 
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EEDDIITT// DDEELLEETTEE AA CCLLIIEENNTTIINN AA WWDDSS

SStteepp 11::

Click on the MMAACC aa dd dd rreessss in the table as shown below. 

SStteepp 22::

From the EEdd iitt WWDDSS EEnnttrryy page, 

Click on the DDee llee ttee button to remove the client from the WDS, or 
Click on the SSaa vvee button after you have edited the entry. 
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LLOONNGG DDIISSTTAANNCCEE PPAARRAAMMEETTEERRSS

This setup allows the access point to calculate and  display suggested values for 
certain parameters to use to ensure that wireless com munication takes place 
efficiently and effortlessly between physically dis tant APs. The following steps 
demonstrate how to configure the Long Distance Para meters. 

SStteepp 11::

From WWLLAANN SSeettuupp under Configuration, click on AAdd vvaa nncc eedd, which shows the 
WWLLAANN AAdd vvaa nncc eedd SSeettuupp page. 

SStteepp 22::

Go to the EExxtteenndd eedd FFeeaa ttuurreess section, and click on the LLoonngg DDiissttaa nncc ee
PPaa rraa mm eetteerrss button. 
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SStteepp 33::

As illustrated on the LLoonngg DDiissttaa nncc ee PPaa rraa mm eetteerrss Setup page, the OOuuttdd oooorr
feature is disabled by default. Select EEnnaa bb llee from the pull down menu. 

SStteepp 44::

The access point can automatically calculate the va lues of the parameters 
to input based on the distance between your access point and the other 
wireless device. Enter the distance in meters and c lick on SShhooww RReeffeerreenncc ee
DDaa ttaa.
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SStteepp 55::

You can enter the parameters according to the recom mended values in the 
pop-up window, click on the AApp pp llyy button to update the changes. 

This table describes the parameters that can be mod ified in the Long Distance 
Parameters page. 

Parameters Description
Outdoor The Outdoor parameter is disabled by default. If se t to 

Enable, the Outdoor parameters will be configured f or 
outdoor communication over short or long distances as 
specified. 

Distance This parameter determines the distance between your  
access point and the remote access point. It should  be 
entered in meters. 

Slot Time Time is slotted and each unit of time is called one  slot 
time. 

ACK Timeout This parameter determines the timeout allowed for t he 
sending client to receive the acknowledgment respon se 
from the receiving client. If no acknowledgment pac ket 
is received within this period, the sender will ass ume the 
receiver has not received the packet and will attem pt to 
re-send. 

CTS Timeout This Clear-to-Send time is the time the wireless se nder will 
wait for a CTS packet signaling that the channel is  idle 
and it can start data transmission. If no CTS packe t is 
received within this period, the sender will assume  the 
channel is busy and will wait before trying to send  again. 
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CChhaa pp ttee rr 77:: AAdd vvaa nncc eedd CCoonnffiigg uurraa ttiioonn

RROOUUTTIINNGG

(only supported by Wireless Routing Client and Gate way) 

The access point allows the network administrator t o add a static routing entry 
into its routing table so that the access point can  re-route IP packets to another 
network access point. This feature is very useful f or a network with more than 
one access point. 

Important:
You do NOT need to set any routing information if y ou are simply 
configuring the access point for broadband Internet  sharing. 
Improper routing configuration will cause undesired  effect. 
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The diagram below illustrates a case in which you h ave two routers in the 
network. One router is used for broadband Internet sharing while another router 
connects to a remote office. You may then define a static routing entry in the 
access point to re-route the packets to the remote office. 

In this network, the main office of subnet 192.168. 168.0 contains two routers: the 
office is connected to the Internet via the access point (192.168.168.1) and to 
the  remote office via 192.168.168.254. The remote office resides on a subnet 
192.168.100.0. 

You may add a static routing entry into the access point’s routing tables so that 
IP packets from the clients in the main office with  a destination IP address of 
192.168.100.X (where X is any number from 2 to 254)  will be routed to the router, 
which acts as the gateway to that subnet. 

INTERNET

Access point 
192.168.168.1

Wireless Clients
Workstations

REMOTE
OFFICE

192.168.168.254

POTS

56K analo g
modem

56K analo g
modem

Subnet 192.168.100.0

Static Routing 

Cable/ADSL
modem
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TTOO CCOONNFFIIGGUURREE SSTTAATTIICC RROOUUTTIINNGG

With an understanding of how adding a static routin g entry can facilitate a 
network setup such as the one described above, here  is how you may 
configure the access point: 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN
command menu, click on RRoouuttiinngg to 
be brought to the SSyysstteemm RRoouuttiinngg
TTaa bb llee shown (on the right). Initially, 
the table will contain the default 
routing entries built into Access point. 

Step 2: 
Click on the SSttaa ttiicc RRoouuttiinngg TTaa bb llee
button above. 

On this page, click the Add  button. 

Step 3: 
You may specify the DDeessttiinnaa ttiioonn IIPP
AAdd dd rreessss,, DDeessttiinnaa ttiioonn NNeett MMaa sskk and 
GGaa tteewwaa yy IIPP AAdd dd rreessss here. For this 
example, they are 192.168.100.0, 
255.255.255.0 and 192.168.168.254 
respectively. Hit the AAdd dd button to 
finish. 

When the entry is added, it is 
reflected in the SSttaa ttiicc RRoouuttiinngg TTaa bb llee.
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NNAATT
(only supported by Wireless Routing Client and Gate way) 

The basic purpose of NAT is to share a single publi c IP address when there are 
multiple PCs in the private network by using differ ent TCP ports to identify 
requests coming from different PCs. NAT is enabled by default. 

Due to NAT, computers in the private LAN behind the  access point will not be 
directly accessible from the Internet. However, emp loying virtual Servers lets you 
host Internet servers behind the NAT by way of IP/P ort Forwarding as well as De-
Militarized Zone hosting.  

To learn more about NAT and its complementary techn ologies, please turn to 
the NAT Technology Primer found on the Product CD. 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN
command menu, click on NNAATT.
NAT is enabled by default. To 
disable it, click DDiissaa bb llee.

Step 2: 
Click AApp pp llyy to effect the setting. 

Important:
Do NOT disable NAT unless absolutely necessary. Dis abling NAT 
will disable broadband Internet sharing effectively . 
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TTOO CCOONNFFIIGGUURREE VV IIRRTTUUAALL SSEERRVVEERRSS BBAASSEEDD OONN DDEE--MM IILLIITTAARRIIZZEEDD ZZOONNEE HHOOSSTT

Having gone through the NAT Technology Primer on th e Product CD, you would 
now have a good understanding of how DMZ works to m ake a specific PC in 
an NAT-enabled network directly accessible from the  Internet.   

When NAT is enabled, an Internet request from a cli ent within the private 
network first goes to the access point receiving a request, the access point 
keeps track of which client is using which port num ber. Since any reply from 
Internet goes to the access point first, the access  point (from the port number in 
the reply packet) knows to which client to forward the reply. If the access point 
does not recognize the port number, it will discard  the reply.  

When using DMZ on a PC, any reply not recognized by  the access point will be 
forwarded to the DMZ-enabled PC instead.

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN
command menu, click on NNAATT. You 
will find the AAdd vvaa nncc eedd NNAATT OOpp ttiioonnss
available near the bottom of the 
page. 

Step 2: 
Click the DDMMZZ button to configure 
Virtual Servers based on De-Militarized 
Zone host. 

Step 3: 
On the NNAATT DDMMZZ IIPP AAdd dd rreessss page, 
you have to define the PPrriivvaa ttee IIPP
AAdd dd rreessss of the DMZ host. In this 
example, we keyed in the private IP 
address for the PC we wish to place 
within the DMZ : 192.168.168.55  
(Enter 00..00..00..00 as the PPrriivvaa ttee IIPP
AAdd dd rreessss and it will disable DMZ). 
Remember to click the AApp pp llyy
button.
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You may wish to set up a DMZ host if you intend to use a special-
purpose Internet Service such as an online game for  which no i 

NOTE
1. When you enable DMZ, the Static IP Address confi guration is 

recommended for the DMZ host. Otherwise, if the add ress is 
allocated by DHCP, it may change and DMZ will not f unction 
properly. 

2. DMZ allows the host to expose ALL of its parts t o the Internet. 
The DMZ host is thus susceptible to malicious attac ks from the 
Internet. 
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TTOO CCOONNFFIIGGUURREE VV IIRRTTUUAALL SSEERRVVEERRSS BBAASSEEDD OONN PPOORRTTFFOORRWWAARRDDIINNGG

Virtual Server based on Port Forwarding is implemen ted to forward Internet 
requests arriving at the access point’s WAN interfa ce, based on their TCP ports, 
to specific PCs in the private network. If you requ ire more information on this 
function, please refer to the NAT Technology Primer  on the Product CD. 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN command 
menu, click on NNAATT. You will find the 
AAdd vvaa nncc eedd NNAATT OOpp ttiioonnss available near 
the bottom of the page. 

Step 2: 
Click the PPoorrtt FFoorrwwaa rrdd iinngg button to 
configure Virtual Servers based on Port 
Forwarding. 

Step 3: 
Hit the AAdd dd button on the PPoorrtt FFoorrwwaa rrdd
EEnnttrriieess page. 
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Step 4: 
On the following AAdd dd PPoorrtt FFoorrwwaa rrdd
EEnnttrryy screen, you can set up a Virtual 
Server for a KKnnoowwnn SSeerrvveerr type by 
selecting from a drop-down menu OR 
you can define a CCuussttoomm SSeerrvveerr.

For a more detailed explanation, 
please refer to the NAT Technology 
Primer found on the Product CD.  
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Known Server 

Server Type : Select from the drop-down list of known server ty pes: (HTTP, 

FTP, POP3 or Netmeeting). 

Private IP 

Address

: Specify the LAN IP address of your server PC runn ing within 

the private network. 

Public IP : Select All , Single , or Range  from the dropdown list.   

From : Enter the beginning of the range. 

To : Enter the end of the range. 

   

Custom Server 

Server Type : Define a name for the server type you wish to con figure. 

Protocol : Select either  TCP or UDP protocol type from the dropdown 

list.   

Public Port : Select whether to define a single port or a range  of public 

port numbers to accept. 

From : Starting public port number 

To : Ending public port number. If the Public Port typ e is Single, 

this field will be ignored. 

Private IP 

Address

: Specify the IP address of your server PC running within the 

private network. 

Private Port From : Starting private port number. The ending private port 

number will be calculated automatically according t o the 

public port range. 

Public IP : Select All , Single , or Range  from the dropdown list.   

From : Enter the beginning of the range. 

To : Enter the end of the range. 

As an example, if you want to set up   a 
web server on a PC with IP address of 
192.168.168.55, select HTTP as SSeerrvveerr
TTyypp ee and enter 119922..116688..116688..5555 as the 
PPrriivvaa ttee IIPP AAdd dd rreessss. Click on the AAdd dd
button.  You will see the entry reflected 
as on the right. 
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TTOO CCOONNFFIIGGUURREE VV IIRRTTUUAALL SSEERRVVEERRSS BBAASSEEDD OONN IIPP FFOORRWWAARRDDIINNGG

 When you have subscribed for more than one IP addr ess  from your ISP, you 
may define Virtual Servers based on IP Forwarding f or which all Internet 
requests, regardless of ports, are forwarded to def ined computers in the private 
network. If you require more information of its fun ction, please refer to the NAT 
Technology Primer on the Product CD. Here are the s teps to set it up: 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN
command menu, click on NNAATT. You 
will find the AAdd vvaa nncc eedd NNAATT OOpp ttiioonnss
available near the bottom of the 
page. 
Step 2: 
Click the IIPP FFoorrwwaa rrdd iinngg button to 
configure Virtual Servers based on 
IP Forwarding.

Step 3: 
At the next screen AAdd dd IIPP FFoorrwwaa rrdd
EEnnttrryy, you have to specify a PPrriivvaa ttee IIPP
AAdd dd rreessss and a PPuubb lliicc IIPP AAdd dd rreessss. In 
this example, we would like all 
requests for 213.18.213.101 to be 
forwarded to a PC with PPrriivvaa ttee IIPP
AAdd dd rreessss 192.168.168.55.  
Step 4: 
Click the AAdd dd button to continue. 

Step 5: 
The IIPP FFoorrwwaa rrdd EEnnttrriieess page will 
reflect your new addition. 

NOTE
For step 3 above, please ensure that you have subsc ribed to the 
Public IP Address you intend to forward from. 
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BBAANNDDWWIIDDTTHH CCOONNTTRROOLL

(only supported by Wireless Routing Client and Gate way) 
The access point is designed to support simple band width management that 
makes use of the Bandwidth Control . This feature gives the administrator the 
choice to manage the bandwidth control of subscribe rs in case of massive 
data transfer   that causes slowdown problems when surfing the Internet. 

TTOO EENNAABBLLEE OORR DDIISSAABBLLEE BBAANNDDWWIIDDTTHH CCOONNTTRROOLL

Only two simple steps are required to enable or dis able bandwidth control for 
the access point. 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN command menu, click on BBaa nndd wwiidd tthh CCoonnttrroo ll, and 
you will be brought to the following screen. 
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Step 2: 
By default, BBaa nndd wwiidd tthh CCoonnttrroo ll is disabled. Select EEnnaa bb llee, followed by clicking 
the AApp pp llyy button.

TTOO CCOONNFFIIGGUURREE WWAANN BBAANNDDWWIIDDTTHH CCOONNTTRROOLL SSEETTTTIINNGG

The access point can allow you to limit the entire  throughput by configuring 
the Upload / Download Bandwidth Setting  option. These values should be set to 
a positive integer indicating the maximum number of  kilobytes transferred per 
second that will be allowed.  The value of zero mea ns unlimited. 

For example, if you configure the Upload Total Rate to be 640kb/sec (80KB/sec), 
then the access point will send out packets by this  speed no matter how many 
clients/users are connected to it. 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN command menu, click on BBaa nndd wwiidd tthh CCoonnttrroo ll to 
select WWAANN BBaa nndd wwiidd tthh CCoonnttrroo ll SSeettuupp.

Step 2: 
The values for the DDoowwnnllooaa dd TToottaa ll
RRaa ttee and UUpp llooaa dd TToottaa ll RRaa ttee
BBaa nndd wwiidd tthh CCoonnttrroo ll are preset to 
zero. The value of zero indicates 
no limit and is the default. Key in 
the desired values, followed by 
clicking the AApp pp llyy button.
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TTOO CCOONNFFIIGGUURREE LLAANN BBAANNDDWWIIDDTTHH CCOONNTTRROOLL SSEETTTTIINNGG

The access point can allow you to limit the LAN use r’s throughput by 
configuring the Bandwidth Control Rule .

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN command menu, click on BBaa nndd wwiidd tthh CCoonnttrroo ll to 
select LLAANN BBaa nndd wwiidd tthh CCoonnttrroo ll SSeettuupp.

Step 2: 
Click AAdd dd to create the bandwidth rule for LAN user.   

Step 3: 
Click AAdd dd to create the rule for LAN user’s bandwidth contro l.   
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This table describes the parameters that can be mod ified in the Add Bandwidth 
Control Entry  page. 

Parameters Description
Rule Name The rule describes the type of bandwidth traffic to  be controlled 

and of a specification of what action to take when that 
bandwidth traffic is encountered. 

Committed Rate 
(kbit)

This is the minimum bandwidth rate at which a user can get the 
throughput.

Ceiling Rate (kbit) This is the capped bandwidth rate to limit a user’s  throughput. 

Rule Type This is the type of rule depending on which IP or M AC address to 
use to download or upload a user’s throughput. 

IP/MAC Address This is the type of address to be chosen depending on the rule 
type. For instance, if you may want to limit an ent irely machine 
address or a user by his router’s MAC address, you can specify 
the MAC address using that field in the same way th at you can 
limit by IP address. 

Step 3: 
After you have completed the parameters, click AAdd dd so that the new rule is 
added in the entry list shown in Step 1.  To add more new bandwidth rules, 
repeat Step 1 through 3. 

NOTE
The sum of Committed Rate  of the rules should never exceed the 
corresponding Total Rate.
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RREEMMOOTTEE MMAANNAAGGEEMMEENNTT

(only supported by Wireless Routing Client and Gate way) 
The advanced network administrator will be delighte d to know that remote 
management is supported on the access point. With t his feature enabled, you 
will be able to access the access point’s web-based  configuration pages from 
anywhere on the Internet and manage your home/offic e network remotely. 

TTOO SSEETTUUPP RREEMMOOTTEE MMAANNAAGGEEMMEENNTT

Only two simple steps are required to set up remote  management for the 
access point. 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN
command menu, click on RReemm oottee
MMaa nnaa gg eemm eenntt, and you will be 
brought to the following screen. 

Step 2: 
To disable Remote Management, just enter  0 for RReemm oottee HHttttpp PPoorrtt . 

To enable RReemm oottee MMaa nnaa gg eemm eenntt, enter a port number that is not being used by 
other applications in the network. Please take note  that it is recommended not 
to use port number 80 as it is blocked by some ISPs . 

In Gateway mode RReemm oottee MMaa nnaa gg eemm eenntt is enabled with Port 88. and the 
Ethernet port becomes a WAN port. To continue using  the Ethernet port simply 
open the web manager using the WAN IP with Port 88.  
Example: For WAN IP 100.100.100.1 use http://100.10 0.100.1:88 

NOTE
In view of preventing unauthorized management from a remote 
location, please remember to replace the default pa ssword with 
a new one. 

You are also advised to change this password from t ime to time 
to guard against malicious attackers. 
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PPAARRAALLLLEELL BBRROOAADDBBAANNDD

(only supported by Gateway)
The access point is equipped with the exclusive Par allel Broadband technology 
to provide scalable Internet bandwidth with Load Ba lancing and Fail-Over 
Redundancy. 

By installing multiple units of the access point ca scaded using Parallel 
Broadband, you may balance the Internet traffic gen erated from your private 
network over multiple broadband connections - provi ding the network with 
aggregated bandwidth! In the event of a particular broadband connection 
failing, the access point in cascade will use the r emaining functional 
broadband channels, giving you an added peace of mi nd with its Fail-Over 
Redundancy capability. 

To implement Parallel Broadband, you will need to i nstall two or more access 
points in the network, each connected to its broadb and Internet service 
account. There is no restriction to the type of bro adband Internet accounts 
they are connected to (whether Cable or ADSL). You may thus have one 
Access point connected to Cable Internet, and anoth er to an ADSL line.  When 
these access points operate in the Gateway mode usi ng Parallel Broadband, 
you need to configure them by firstly enabling Para llel Broadband, thus 
enabling the WDS, and finally setting these access points to the same ESSID. 

INTERNET
Parallel Broadband 

 3 x Access 
Point 

Load Balancin g
& Fail-Over 

Redundancy

3 x Cable/ADSL
modems

Laptop with PCI 
adapter

WDS
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TTOO EENNAABBLLEE PPAARRAALLLLEELL BBRROOAADDBBAANNDD

Before you begin, ensure that each of the access po int within the network is 
properly configured to connect to its individual br oadband Internet account. 
Then ensure that either: 
 ! each access point is connected to an Ethernet port in the network as 

illustrated above or 
 ! the access points are interconnected by WDS or 
 ! the access points are wired to each other. 

Finally, you are ready to access the web-based conf iguration of each of your  
access point to enable the Parallel Broadband featu re. You will have to enable 
all the DHCP servers in all access points before en abling Parallel Broadband. 
Please note that you need to interconnect all acces s points

Step 1: 
Under the CONFIGURATION command menu, click on Parallel Broadband .

Step 2: 
Next simply select Enable  and click 
the Apply  button to make the 
changes effective. 

Step 3: 
Repeat this for the other access 
points in your network and they will 
communicate with each other and 
assign each new user to the access 
point that has the smallest load, so 
that there is approximately the same 
number of users on each access 
point.

Important:
If you have only one unit of the access point, you DO NOT need 
to implement the Parallel Broadband feature for bro adband 
Internet sharing. 
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EEMMAAIILL NNOOTTIIFFIICCAATTIIOONN

The access point provides this feature to notify yo u by email when there is a 
change in the WAN IP address that was supplied to y ou earlier. 

Step 1: 
Under the CCOONNFFIIGGUURRAATTIIOONN
command menu, click on WWAANN
PPPPPPooEE SSeettuupp or WWAANN PPPPTTPP SSeettuupp,
and you will be brought to the 
following screen.  

Step 2: 
Click on the EEmm aa iill NNoottiiffiicc aa ttiioonn
button.

Step 3: 
Click on the EEnnaa bb llee button and key in the following fields as describe d below: 
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 ! Email address of Receiver: 
This is the email address of the receiver to whom t he message would be sent. 

 ! IP address of Email Server: 
This is the IP address of the SMTP server through w hich the message would be 
sent out. (Take note that you are encouraged to use  your ISP’s SMTP server). 

 ! User Name: 
This is the mail account user’s name that should be  entered if authentication is  
required. 

 ! Password:
This is the mail account user’s password that shoul d be entered if 
authentication is  required. 

 ! Email address of Sender: 
This is the email address of the sender from whom t he message will appear to 
come. 

Step 4: 
By default, the checkbox next to NNeeeedd ss AAuutthheennttiicc aa ttiioonn is not ticked. This option 
allows you to specify whether the SMTP server requi res authentication.

Step 5: 
Then click on the AApp pp llyy button. 
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SSTTAATTIICC AADDDDRREESSSS TTRRAANNSSLLAATTIIOONN

(only supported by Wireless Routing Client and Gate way) 
If you use a notebook for work at the office, it is  probable that you also bring it 
home to connect to the Internet and retrieve emails  or surf the web.  Since it is 
most likely that your office’s and your home’s broa dband-sharing network 
subnets are differently configured, you would have to struggle with 
reconfiguring your TCP/IP settings each time you us e the notebook in a different 
place. The access point provides the Static Address  Translation (SAT) feature to 
enable its users to bypass this hassle. 

Let's say that the IP address of your notebook is s et to 203.120.12.47 at the 
workplace but the access point that is connecting y our home network to the 
Internet, is using an IP address of 192.168.168.1. You have enabled SAT on your 
router and want to access the Internet without chan ging the IP address of the 
notebook as you have to use it at work again on the  next day. 

Since it is still set to the TCP/IP settings used i n your office, the notebook will then 
try to contact the IP address of your office's gate way to the Internet. When the 
access point finds that the notebook is trying to c ontact a device that lies in a 
different subnet from that of the home network, it would then inform the 
notebook that the gateway to the Internet is in fac t itself (Access Point).  

Once the notebook has been informed that the gatewa y to the Internet is the 
access point, it will contact the latter (Access Po int) to access the Internet, 
without any change to its TCP/IP settings required.  

NOTE
For SAT to function properly: 
1. The IP address of the notebook should belong to a different 

subnet from the LAN IP address of your access point . 

2. The <Default Gateway> in the TCP/IP settings of you r 
notebook should  NOT be left blank.
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Step 1: 
Under the HHoomm ee UUsseerr FFeeaa ttuurreess command menu, click on SSttaa ttiicc AAdd dd rreessss
TTrraa nnssllaa ttiioonn.

Step 2: 
You may then choose to EEnnaa bb llee or 
DDiissaa bb llee Static Address Translation 
here, followed by clicking the AApp pp llyy
button. (Note: SAT is disabled by 
default) 



141

DDNNSS RREEDDIIRREECCTTIIOONN

(only supported by Wireless Routing Client and Gate way) 
When you enter a URL in your Internet browser, the browser requests for a 
name-to-IP address translation from the Domain Name  System (DNS) servers to 
be able to locate the web server  hosting the website you want to access. 

The DNS server, in turn, looks for the answer in it s local cache and if an 
appropriate entry is found, sends back this cached IP address to the browser. 
Otherwise, it would have to contact other DNS serve rs until the query can be 
resolved.  

When you enable the DNS Redirection feature, DNS re quests from the LAN 
clients will be processed by Access point. Unless i n the access point’s LAN Setup 
you have already assigned a specific DNS server tha t should always be used, 
the access point would contact the DNS server alloc ated by your ISP to resolve 
DNS requests. 

When DNS Redirection is enabled, the DNS server use d by the access point 
would override the one defined in the TCP/IP settin gs of the LAN clients. This 
allows the access point to direct DNS requests from  the LAN to a local or to a 
closer DNS server it knows of, thus improving respo nse time.  

The DNS Redirection feature also provides better co ntrol to the network 
administrator. In case of a change in DNS servers, the latter can just indicate 
the IP address of the actual DNS server in the acce ss point's LAN Setup and 
enable DNS Redirection, without having to re-config ure the DNS settings of 
each LAN client. 
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NOTE
For Internet access, please do NOT leave the DNS Se rver field of 
the PC’s TCP/IP Properties blank. Simply key in any  legal IP 
address for it (e.g. 10.10.10.10) even though you d o not have the 
exact DNS IP address. 
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TTOO EENNAABBLLEE// DDIISSAABBLLEE DDNNSS RREEDDIIRREECCTTIIOONN

Step 1: 
Under the HHoomm ee UUsseerr FFeeaa ttuurreess command menu, click on DDNNSS RReedd iirreecc ttiioonn.

Step 2: 
Simply choose EEnnaa bb llee or DDiissaa bb llee for 
the SSttaa ttuuss of DDNNSS RReedd iirreecc ttiioonn.

Step 3: 
Complete the setup by clicking the 
AApp pp llyy button. 

DDYYNNAAMMIICC DDNNSS SSEETTUUPP

It is difficult to remember the IP addresses used b y computers to communicate 
on the Internet. It gets even more complicated when  ISPs change your public IP 
address regularly, as is the case when the Internet  connection type is Dynamic 
IP or PPPoE with Dynamic IP.  

If you are doing some web hosting on your computer and are using Dynamic 
IP, Internet users would have to keep up with the c hanging IP address before 
being able to access your computer.  

When you sign up for an account with a Dynamic Doma in Name Service 
(DDNS) provider, the latter will register your unch anging domain name, e.g. 
MyName.Domain.com . You can configure your access point to automatica lly 
contact your DDNS provider whenever the access poin t detects that its public 
IP address has changed. The access point would then  log on to your account 
and update it with its latest public IP address. 

If someone types in your address: MyName.Domain.com  into their web browser, 
this request would go to the DDNS provider which wo uld then re-direct that 
request to your computer, no matter what IP address  it has been currently 
assigned by your ISP.  
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TTOO EENNAABBLLEE// DDIISSAABBLLEE DDYYNNAAMMIICC DDNNSS SSEETTUUPP

Step 1: 
Under the HHoomm ee UUsseerr FFeeaa ttuurreess command menu, click on DDyynnaa mm iicc DDNNSS SSeettuupp.

Step 2: 
You may then choose to EEnnaa bb llee or 
DDiissaa bb llee Dynamic DNS here, 
followed by clicking the AApp pp llyy
button. (Note: Dynamic DNS is 
disabled by default) 

TTOO MMAANNAAGGEE DDYYNNAAMMIICC DDNNSS LLIISSTT

Step 1: 
Under the HHoomm ee UUsseerr FFeeaa ttuurreess command menu, click on DDyynnaa mm iicc DDNNSS SSeettuupp.

Step 2: 
If you have already created a list 
earlier, click on the RReeffrreesshh button 
to update the list.  
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Step 3: 
To add a new Dynamic DNS to the 
list, click on the Add button and 
you will see the CChhoo iicc ee DDDDNNSS
PPrroovviidd eerr page appear. There are 
two default providers that you can 
use. The following parameters are 
explained below: 
 ! Choice  : 
This allows you to check the radio button of your p referred DDNS provider. 

 ! Provider Name : 
This is the name of your preferred DDNS provider. 

 ! Register Now :
This allows you to go to the website of your prefer red DDNS provider where you 
can register your account. 

There are two DDNS providers that are pre-defined f or you.  Please note that 
you need to be connected to the Internet to registe r your DDNS account. 

To select 2MyDNS – Dynamic DNS Service Provider as DDNS Service Provider 

Step 1: 
Under the CChhoo iicc ee column in the 
CChhoo iicc ee DDDDNNSS PPrroovviidd eerr check the 
radio button next to the 22MMyyDDNNSS ––
DDNNSS SSeerrvviicc ee PPrroovviidd eerr. Then click on 
the NNeexxtt button to proceed.  

Step 2: 
Enter your DDoomm aa iinn NNaa mm ee.

Step 3: 
The AAuuttoo DDeetteecc tt checkbox is ticked 
by default. The WWAANN IIPP entry box is 
blank by default.  These default 
settings should be a pp lied if the 
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dynamic WAN IP connection is 
used. 

For instance,  
If your ISP connection service uses 
the dynamic WAN IP, tick the AAuuttoo
DDeetteecc tt checkbox to let the DDNS 
server learn your current WAN IP 
address. Enter your DDNS account 
UUsseerrnnaa mm ee and PPaa sssswwoorrdd.

However, if you are using a fixed 
WAN IP connection, enter the IP 
address in the WWAANN IIPP field. Then, 
un-tick the AAuuttoo DDeetteecc tt checkbox. 
Then the access point will update 
the DDNS server using that WAN IP 
entered in its field. 

Step 4: 
(Optional) If you enable the 
wildcard service, your hostname 
would be allowed multiple 
identities.  
For example, if you register: 
mm yydd oomm aa iinn..22mm yydd nnss..nnee tt,
users looking for 
www.mydomain.2mydns.net  or 
ftp.mydomain.2mydns.net  can still 
reach your hostname. 

Step 5: 
(Optional) In the Mail Exchanger 
field, enter the Static WAN IP 
address of the mail server 
configured to handle email for your 
domain. Select BBaa cc kkuupp MMaa iill
EExxcc hhaa nngg eerr to enable this service.  
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Step 6: 
Click on the Add button to save the 
new addition. 

Step 7: 
The new domain is added to the 
Dynamic DNS list table.  

Step 8: 
It will appear as a hyperlink that 
you can click to go back to the 
Dynamic DNS Edit page. From this 
page, you can update any of the 
parameters, delete the domain 
name or reset all parameters to be 
blank again. 
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To select DtDNS as DDNS Service Provider 

Step 1: 
Under the CChhoo iicc ee column in the 
table of CChhoo iicc ee DDDDNNSS PPrroovviidd eerr
check the radio button next to the 
DDttDDNNSS. Then click on the NNeexxtt
button to proceed.  

Step 2: 
Enter your DDoomm aa iinn NNaa mm ee.

Step 3: 
The AAuuttoo DDeetteecc tt checkbox is ticked 
by default. The WWAANN IIPP entry box is 
blank by default.  These default 
settings should be applied if the 
dynamic WAN IP connection is 
used. 

For instance,  
If your ISP connection service uses 
the dynamic WAN IP, tick the AAuuttoo
DDeetteecc tt checkbox to let the DtDNS 
server learn your current WAN IP 
address. Enter your DtDNS account 
UUsseerrnnaa mm ee and PPaa sssswwoorrdd.

However, if you are using a fixed 
WAN IP connection, enter the IP 
address in the WWAANN IIPP field. Then, 
un-tick the AAuuttoo DDeetteecc tt checkbox. 
Then the access point will update 
the DtDNS server using that WAN IP 
entered in its field. 

Step 4: 
Then click on the AAdd dd button. 
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Step 5: 
In our example, while the new 
domain name, cc oooo ll..33dd --gg aa mm ee..cc oomm
is being added to the list, the 
message ‘Waiting in queue…” will 
be displayed under the UUpp dd aa ttee
SSttaa ttuuss column of the DDyynnaa mm iicc DDNNSS
LLiisstt table.  
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CChhaa pp ttee rr 88:: SSeecc uurriittyy CCoonnffiigg uurraa ttiioonn
 !

This chapter describes the security configuration ma inly found in the Wireless 
Routing Client  and Gateway  modes. 

PPAACCKKEETTFFIILLTTEERRIINNGG

As part of the comprehensive security package found  on the access point, you 
may perform IP packet filtering to selectively allo w/disallow certain applications 
from connecting to the Internet. 

TTOO CCOONNFFIIGGUURREE PPAACCKKEETTFFIILLTTEERRIINNGG

Step 1: 
Under the SSeecc uurriittyy CCoonnffiigg uurraa ttiioonn command menu, click on PPaa cc kkee tt FFiillttee rriinngg.

Step 2: 
You must first choose the PPaa cc kkee tt
FFiillttee rr TTyypp ee by clicking on the 
CChhaa nngg ee button. 

Step 3: 
Select from three choices: DDiissaa bb lleedd,
SSeenntt, DDiisscc aa rrdd eedd, and then click on the 
AApp pp llyy button. The default is DDiissaa bb lleedd,
which allows all packets to be sent. 
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Step 4: 
Click on the AAdd dd button and you will 
be able to define the details of your 
PPaa cc kkee tt FFiillttee rr RRuullee from the screen on 
the right. 

4a).  Enter Rule Name for this new 
packet filtering rule.  For 
example, BlockCS

4b). From the IP Address drop
down list, select whether to 
apply the rule to:  

 !A Range of IP addresses    
In this case, you will have to 
define (From) which IP address 
(To) which IP address, your 
range extends. 

 !A Single IP address 
Here, you need only specify 
the source IP address in the 
(From) field. 

 !Any IP address 
You may here, leave both, the 
(From) as well as the (To) fields, 
blank. Here, the  rule will apply 
to all IP addresses. 

4c). At the Destination Port drop
down list, select either: 
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 !A Range of TCP ports
In this case, you will have to 
define (From) which port (To)
which port, your rule applies. 

 !A Single TCP port 
Here, you need only specify 
the source port in the (From)
field. 

 !Any IP port 
You may here, leave both, the 
(From) as well as the (To) fields, 
blank. Here, the rule will apply 
to all ports. 

4d). From the Day of the Week
drop down list, select whether 
the rule should apply to: 

 !A Range of days 
Here, you will have to select 
(From) which day (To) which 
day

 !Any day
In this case, you may skip both 
the (From) as well as the (To)
drop down fields. 

4e). At the Time of the Day drop
down list, you may also 
choose to apply the rule to: 

 !A Range of time 
In which case, you have to 
specify the time in the format 
HH:MM, where HH may take 
any value from 00 to 23 and 
MM, any value from 00 to 59. 
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 !Any time
Here, you may leave both 
(From) and (To) fields blank. 

Step 5: 
Click on the AApp pp llyy button to make 
the new rule effective. 

The FFiillttee rriinngg CCoonnffiigg uurraa ttiioonn table will 
then be updated. 

Step 6: 
In this example, let us say we 
would like to block an 
application called CS from all 
PCs (any IP address within the 
network) from Monday to Friday 
7am to 6pm, and this application 
is using the port number 27015.  

Therefore, for a rule we name 
BlockCS, and add the entries 
depicted on the left. Clicking on 
the Add  button will make your 
packet filter rule effective. 
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UURRLL FFIILLTTEERRIINNGG

The access point supports URL Filtering, which allo ws you to easily set up rules to 
block objectionable web sites from your LAN users.  

TTOO CCOONNFFIIGGUURREE UURRLL FFIILLTTEERRIINNGG

Step 1: 
Under the SSeecc uurriittyy CCoonnffiigg uurraa ttiioonn command menu, click on UURRLL FFiillttee rriinngg.

Step 2: 
You may now define the UURRLL FFiillttee rr TTyypp ee
by clicking the CChhaa nngg ee button. 

Step 3: 
Select BBlloocc kk or AAllllooww, and then click 
on the AApp pp llyy button. The default is 
DDiissaa bb lleedd, which allows all websites 
to be accessed. 

When you will be returned to the 
page shown above, then click the 
AAdd dd button.

Step 4: 
For the HHoosstt NNaa mm ee field, input the web 
site address that you wish to block. 
Then click the AAdd dd button to complete 
your setup. 
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FFIIRREEWWAALLLL CCOONNFFIIGGUURRAATTIIOONN

More than just a “NAT” firewall, there is a powerfu l Stateful Packet Inspection 
(SPI) firewall option that can be activated on the access point. Stateful 
inspection compares certain key parts of the packet  to a database of trusted 
information before allowing it through.  Common hac ker attacks like IP 
Spoofing, Port Scanning, Ping of Death and SynFlood can be easily thwarted 
with the SPI firewall. 

TTOO CCOONNFFIIGGUURREE SSPPII FFIIRREEWWAALLLL

The following steps explain the configuration of the  SPI firewall. As incorrect 
configuration to the firewall can result in undesir able network behavior, you are 
advised to carefully plan your firewall security ru les.

Step 1: 
Under the SSeecc uurriittyy CCoonnffiigg uurraa ttiioonn command menu, click on FFiirreewwaa llll
CCoonnffiigg uurraa ttiioonn.
Step 2: 
First, enable the firewall. You can choose among th e DDeeffaa uulltt LLooww, DDeeffaa uulltt
MMeedd iiuumm or DDeeffaa uulltt HHiigg hh security options for convenient setup. 
Step 3: 
Then you may choose the type of network activity in formation you wish to log 
for reference. Data activity arising from different  types of protocol can be 
recorded. 
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Step 4: 
You may add more firewall rules for specific securi ty purposes. Click on the AAdd dd
radio button at the screen shown above, followed by  the EEdd iitt button and the 
screen on the left will appear. 

Rule Name : Enter a unique name to identify this firewall rul e. 

Disposition

Policy

: This parameter determines whether the packets obe ying the rule 

should be accepted or denied by the firewall. Choos e between 

Accept and Deny. 

Protocols : Users are allowed to select the type of data pack et from: TCP, UDP, 

ICMP, IGMP or ALL. 

Note: If users select either ICMP or IGMP, they are  required to make 

further selection in the ICMP Types or IGMP Types re spectively. 

ICMP Types : This IP protocol is used to report errors in IP p acket routing. ICMP 

serves as a form of flow control, although ICMP mes sages are 

neither guaranteed to be received or transmitted.  
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ICMP Packet Type Description 

Echo request Determines whether an IP node (a host or 

a router) is available on the network. 

Echo reply Replies to an ICMP echo request. 

Destination 

unreachable 

Informs the host that a datagram cannot 

be delivered. 

Source quench Informs the host to lower the rate at  which 

it sends datagrams because of 

congestion. 

Redirect Informs the host of a preferred route. 

Time exceeded Indicates that the Time-to-Live (TTL)  of an 

IP datagram has expired. 

Parameter 

Problem 

Informs that host that there is a problem in 

one the ICMP parameter. 

Timestamp 

Request 

Information that is from the ICMP data 

packet. 

Information 

Request 

Information that is from the ICMP data 

packet. 

Information Reply Information that is from the ICMP  data 

packet. 

IGMP Types : This IP protocol is used to establish host member ships in particular 

multicast groups on a single network. The mechanism s of the 

protocol allow a host to inform its local router, u sing Host 

Membership Reports. 

Host Membership 

Report 

Information that is from the IGMP data 

packet. 

Host Membership 

Query

Information that is from the IGMP data 

packet. 

Leave Host 

Message 

Information that is from the ICMP data 

packet. 

Source IP : This parameter allows you to specify workstation( s) generating the 

data packets. Users can either set a single IP addr ess or set a range 

of IP addresses. 

Destination IP : This parameter lets you specify the set of workst ations that receive 

the data packets. Users can either set a single IP address or set a 
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range of IP addresses. 

Source Port : You can control requests for using a specific app lication by 

entering its port number here. Users can either set  a single port 

number or a range of port numbers.  

Destination Port : This parameter determines the application from th e specified 

destination port. Users can either set a single por t number or a 

range of port numbers. 

Check Options : This parameter refers to the options in the packe t header. The 

available selection options are abbreviated as foll ows: 

SEC – Security 

LSRR – Loose Source Routing 

Timestamp – Timestamp 

RR – Record Route 

SID – Stream Identifier 

SSRR – Strict Source Routing 

RA – Router Alert 

Check TTL : This parameter would let you screen packets accor ding to their 

Time-To-Live (TTL) value available options are:  

1. Equal 

2. Less than 

3. Greater than 

4. Not equal 
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FFIIRREEWWAALLLL LLOOGGSS

When the access point’s SPI firewall is in operatio n, valuable traffic patterns in 
your network will be captured and stored into the F irewall Logs. From these logs, 
you can extract detailed information about the type  of data traffic, the time, 
the source and destination address/port as well as the action taken by the SPI 
firewall. You can choose which type of packets to l og from the Firewall 
Configuration .

TTOO VVIIEEWW FFIIRREEWWAALLLL LLOOGGSS

Step 1: 
Under the SSEECCUURRIITTYY CCOONNFFIIGGUURRAATTIIOONN command menu, click on FFiirreewwaa llll LLoogg ss.

Step 2: 
Click the RReeffrreesshh button to see new 
information captured in the log. 
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CChhaa pp ttee rr 99:: SSyysstteemm UUttiilliittiieess

UUSSIINNGG TTHHEE SSYYSSTTEEMM TTOOOOLLSS MMEENNUU

PPIINNGG UUTTIILLIITTYY

This feature lets you determine whether your access  point can communicate 
(ping) with another network host. This feature is a vailable only for the Wireless 
Routing Client  and Gateway  modes. 

Step 1: 
Select PPiinngg UUttiilliittyy under the SSYYSSTTEEMM TTOOOOLLSS command menu. 

Step 2: 
Enter the IP address of the target 
host where the target host you want 
the access point to ping to. 

Step 3: 
To ping the access point, click SSttaa rrtt.

Step 4: 
The Ping messages will be displayed. 
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SSYYSSLLOOGG

Syslog forwards system log messages in a network to a mach ine running a 
Syslog listening application. It is used to help in  managing the computer system 
and increase security on the network. 
Freeware supporting Syslog is widely available for download from the Internet. 

This section shows how to: 
 ! Setup Syslog. 
 ! View logged information. 

The System Log Setup page allows the user to: 
 ! Enable  or Disable  system logging. 
 ! Set the Remote IP Address or Domain Name  and Remote Port  for the 

router to send the system log messages to. 

Follow these steps to setup Syslog: 

SStteepp 22::

Click on SSyysslloogg from the SSYYSSTTEEMM TTOOOOLLSS menu. 
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SStteepp 22::

Select to EEnnaa bb llee SSyysslloogg.

SStteepp 33::

Enter the RReemm oottee IIPP AAdd dd rreessss oorr DDoomm aa iinn NNaa mm ee

SStteepp 44::

Enter the RReemm oottee PPoorrtt

SStteepp 55::

Click AApp pp llyy to make the changes. 

Follow these sample steps to view logged informatio n: 

SStteepp 11::

Search for a Syslog listening application. 

SStteepp 22::

Select a Syslog listening application. 

SStteepp 33::

Download Syslog listening application. 
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SStteepp 44::

Install Syslog listening application. 

SStteepp 55::

View logged information on Syslog listening applica tion. 
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SSYYSSTTEEMM IIDDEENNTTIITTYY

If your network operates with several access points , you would find it useful to 
have a means of identifying each individual device.  

You can define the System Identity of your access point to be uniquely 
identifiable as follows: 

SStteepp 11::

Click on SSyysstteemm IIdd eennttiittyy from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 66::

Enter a unique name in the SSyysstteemm NNaa mm ee field. 

SStteepp 77::

Fill in the name of a person to contact in the SSyysstteemm CCoonnttaa cc tt field. 

SStteepp 88::

Fill up the SSyysstteemm LLoocc aa ttiioonn field. If there are multiple devices in your networ k 
or building, this entry might help to identify the device location. 

SStteepp 99::

Click on the AApp pp llyy button to effect the changes. 
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SSYYSSTTEEMM CCLLOOCCKK SSEETTUUPP

SStteepp 11::

Click on SSyysstteemm CClloocc kk SSeettuupp from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

Select the appropriate time zone from the SSee lleecc tt ttoo CChhaa nngg ee tthhee TTiimm ee ZZoonnee
ffoorr tthhee RRoouutteerr LLoocc aa ttiioonn drop-down list. 

SStteepp 33::

EEnnaa bb llee the Auto Time Setting (SNTP) radio button. SSNNTTPP stands for Simple 
Network Time Protocol and is used to synchronise co mputer clocks. 

SStteepp 44::

Fill in the TTiimm ee SSeerrvveerrss field and click on the AApp pp llyy button to effect the 
changes. 
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FFIIRRMMWWAARREE UUPPGGRRAADDEE

You can check the types and version of your firmwar e by clicking on About
System from the HELPmenu.  

To begin with, ensure that you have downloaded the latest firmware onto your 
local hard disk drive. 

SStteepp 11::

Click on FFiirrmm wwaa rree UUpp gg rraa dd ee from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

Click on the BBrroowwssee button to locate the file. 

SStteepp 33::

Click on the UUpp gg rraa dd ee button.
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Follow the instructions given during the upgrading process.  

SStteepp 44::

You need to reboot the system after the firmware up grade. 

NOTE
The firmware upgrade process must NOT  be interrupted otherwise 
the device might become unusable. 



168

BBAACCKKUUPP OORR RREESSEETTSSEETTTTIINNGGSS

You may choose to save the current configuration pr ofile, to make a backup of 
it onto your hard disk, to restore an earlier profi le saved on file or to reset the 
access point back to its default settings. 

RREESSEETTYYOOUURR SSEETTTTIINNGGSS

SStteepp 11::

Click on BBaa cc kkuupp oorr RReessee tt SSeettttiinngg ss from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

To discard configurations made and restore the acce ss point to its initial 
factory settings, click on RReessee tt button. 

SStteepp 33::

The system will prompt you to reboot your device. C lick on the RReebb oooott button 
to proceed. 
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BBAACCKKUUPP YYOOUURR SSEETTTTIINNGGSS

SStteepp 11::

Click on BBaa cc kkuupp oorr RReessee tt SSeettttiinngg ss from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

If you want to back up the current settings of your  access point onto your 
hard disk drive, click on the BBaa cc kkuupp button.

SStteepp 33::

Next, save your configuration file to your local di sk. 
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RREESSTTOORREE YYOOUURR SSEETTTTIINNGGSS

SStteepp 11::

Click on BBaa cc kkuupp oorr RReessee tt SSeettttiinngg ss from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

If you want to store back the settings that you had  previously saved, click on 
the BBrroowwssee…… button. Proceed to the folder where you saved your 
configuration file.  

Click on the RReessttoorree button and the system will prompt you to reboot yo ur 
device. 
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RREEBBOOOOTTSSYYSSTTEEMM

Most of the changes you make to the system’s settin gs require a system reboot 
before the new parameters can take effect. 

SStteepp 11::

Click on RReebb oooott SSyysstteemm from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

Click on the RReebb oooott button.

SStteepp 33::

Wait for the system to reboot and the login page wi ll be displayed. 
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CCHHAANNGGEE PPAASSSSWWOORRDD

It is recommended that you change the default login  password, which is case 
sensitive and is set by default, to password .

SStteepp 11::

Click on CChhaa nngg ee PPaa sssswwoorrdd from the SSYYSSTTEEMM TTOOOOLLSS menu. 

SStteepp 22::

Key in the CCuurrrreenntt PPaa sssswwoorrdd. The factory default is password .

Enter the nneeww pp aa sssswwoorrdd in the NNeeww PPaa sssswwoorrdd field as well as in the CCoonnffiirrmm
PPaa sssswwoorrdd field. 

SStteepp 33::

Click on the AApp pp llyy button to update the changes. 
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LLOOGGOOUUTT

To exit the Web interface, follow the next few step s. 

SStteepp 11::

Click on LLoogg oouutt from the SSYYSSTTEEMM TTOOOOLLSSmenu. 

SStteepp 22::

Click the LLOOGGIINN!! button to access your access point’s configuration 
interface again. 
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UUSSIINNGG TTHHEE HHEELLPP MMEENNUU

GGEETTTTEECCHHNNIICCAALL SSUUPPPPOORRTT

This page presents the contact information of techn ical support centres around 
the world. 

SStteepp 11::

Click on GGeett TTeecc hhnniicc aa ll SSuupp pp oorrtt from the HHEELLPP menu. 

The access point is a feature-packed device. If you  require further 
information than provided in the manual or data she et, please contact a 
Technical Support Centre by mail, email, fax or tel ephone. 
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AABBOOUUTTSSYYSSTTEEMM

The About System page displays a summary of your system configuratio n 
information. Support technicians might require spec ific information about your 
system data when they are troubleshooting your conf iguration. You can use the 
information displayed in this page to quickly find t he data they need to resolve 
your system problem. 

SStteepp 11::

Click on AAbb oouutt SSyysstteemm from the HHEELLPP menu. 

The SSyysstteemm IInnffoorrmm aa ttiioonn page will supply information concerning your access  
point’s configuration settings. 
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AApp pp eenndd iixx II:: FFiirrmm wwaa rree RReecc oovveerryy

This section demonstrates how to reload the firmwar e to the access point 
should the system fail to launch properly. In such cases, the access point will 
automatically switch to loader mode and the diagnos tic LED will light up and 
remain ON. 

The table below illustrates the behavior of the dia gnostic LED ( ). 

Access point State Diagnostic LED ( ) State 
Corrupted firmware – access point 
automatically switches to loader mode 

Blinks very fast 

Recovery in progress ON 
Successful recovery Blinks very slowly 

Before starting, check the status of the diagnostic  LED against the table above 
to confirm whether firmware failure has occurred. 

SStteepp 11::

Power the access point off and disconnect it from t he network. 

SStteepp 22::

Use a MDI cable to connect the LAN port of the acce ss point to the LAN port 
of your computer. 

SStteepp 33::

Power the access point on, and then start up your c omputer.  You are 
recommended to set your computer’s IP address to 19 2.168.168.100 and its 
network mask to 255.255.255.0. 

SStteepp 44::

Insert the Product CD into the CD drive of your com puter. 
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SStteepp 55::

From the Start menu, click Run and type cmd . When the command prompt 
window appears, type in the following command: 

X:\recovery\TFTP -i 192.168.168.1 PUT image_name.IMG , where X refers to 
your CD drive and image_name.IMG  to the firmware filename found in the 
Recovery folder of the Product CD. 

SStteepp 66::

If you have downloaded a newer firmware and have sa ved it in your local 
hard disk as: C:\accesspoint\accesspointxxx.IMG , then replace the 
command with this new path and firmware name. In ou r example: 
C:\accesspoint\TFTP –i 192.168.168.1 PUT accesspointxxx.img

The recovery process will now take place. You can c heck the diagnostic LED 
to monitor the progress of the recovery process. 

When firmware restoration has completed, reboot the  access point and it will 
be ready to operate. 
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AApp pp eenndd iixx IIII:: TTCCPP// IIPP CCoonnffiigg uurraa ttiioonn

Once the hardware has been set up, you need to assi gn an IP address to your 
PC so that it will be in the same subnet as the acc ess point. By default, the 
access point’s IP address is 192.168.168.1; and its  subnet mask is 255.255.255.0. 
You need to configure your PC’s IP address to 192.1 68.168.xxx; and its subnet 
mask is 255.255.255.0, where xxx can be any number from 2 to 254 excluding 1. 
Simply follow the procedures stated below to config ure the TCP/IP settings of 
your PC. 

FFOORR WWIINNDDOOWWSS 9955// 9988// 9988SSEE// MMEE// NNTT

Please note the following instructions are based on  Windows 98. 

SStteepp 11::

From your desktop, right click Network Neighborhood  icon and select 
Properties .

SStteepp 22::

Choose the network adapter that you are using; righ t click and select 
Properties .

SStteepp 33::

Highlight the TCP/IP and click on 
Properties  button. 
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SStteepp 44::

Select the radio button for 
Specify an IP address .

Enter the IP Address and Subnet 
Mask as 192.168.168.X and 
255.255.255.0, where X can be 
any number from 2 to 254, 
except for 1. In this example, we 
are using 192.168.168.160 as the 
static IP Address. 

SStteepp 55::

In order to check if the IP address 
has been assigned correctly to 
your PC, simply go to the Start
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menu, select Run, and enter the 
command winipcfg .

Select your respective Ethernet 
Adapter from the drop down list 
and click OK.

Now, your PC is now ready to communicate with your access point. 
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FFOORR WWIINNDDOOWWSS XXPP// 22000000

SStteepp 11::

Go to your desktop, right-click on My Network Places  icon and select 
Properties .

SStteepp 22::

Go to your network adapter icon, 
right click and select to Properties .

SStteepp 33::

Highlight Internet Protocol (TCP/IP)
and click on Properties  button. 
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SStteepp 44::

Select the radio button for Use the 
following IP address . Enter the IP 
Address and Subnet Mask as 
192.168.168.X and 255.255.255.0, 
where X can be any number from 2 
to 254, except for 1. In this example, 
we are using 192.168.168.160 as the 
static IP Address. 

SStteepp 55::

Click on OK to close all windows. 
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SStteepp 66::

Next, in order to check if the IP address has been correctly assigned to your 
PC, go to Start menu, Accessories , select Command Prompt  and type the 
command ipconfig/all .

Your PC is now ready to communicate with your acces s point.  
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AApp pp eenndd iixx IIIIII:: PPaa nnee ll VViieewwss &&
DDeesscc rriipp ttiioonnss

Front View of Access Point

Name Description
Steady Blue The device is powered up. 1  LED 

(Power) 
Off No power is supplied to the device. 

2  LED 
(Diagnostic) 

Flashing Green This indicates the flash during the 
power-up. The LED will goes off 
when the diagnostic is passed. 

Steady Green WAN connection is established. 3  LED 
(WAN Link/Act) 

Flashing Green Data transmission at WAN 
connection. 

3       4            5 

1

2
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Steady Green Wireless interface up and running. 
Ready for operation. 

4  LED 
(WLAN 
Link/Act LED) 

Flashing Green Activity is detected in the wireless  
network. 

Steady Green Connection has been established 
between the device and the 
network. 

Flashing Green Activity is detected in the network.  

5  LED 
(Port 1 & 2 
LEDs) 

Off No network connection. 

Back View of Access Point 

Name Description
6 External Antenna SMA antenna 

7 Ethernet Port 2 Connection for computer with NIC (Network 
Interface Card) or Ethernet network card. 

6

7    8                        9 

10
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8 Ethernet Port 1 Connection for computer with NIC (Network 
Interface Card) or Ethernet network card. 

If using PoE, connect to this port - Ethernet 
Port 1. 

9 DC jack Power Input 

10 Reverse SMA connector To attach external antenna  

Bottom View of Access Point 

Name Description
11 Reset Push button To reboot, press once. 

To reset password, press and hold the button for 5 
seconds. The DIAG light will flash fast for about 5  
flashes/sec before releasing the button. 

To restore the factory default settings, press and hold 
the button for more than 10 seconds. The DIAG light  
will flash slowly for about 10 flashes/sec before 
releasing the button. 

11
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AApp pp eenndd iixx IIVV:: CCoomm mm aa nndd LLiinnee IInnttee rrffaa cc ee
CCoomm mm aa nndd ss
Get Operation List

SYNTAX DESCRIPTION
Get tasks Display all active process/tasks. 
Get sysinfo Display system information. 
Get aplist Display list of access points discovered. 
Get athstats Display wireless driver information. 
Get brinfo Display bridge and interfaces information. 
Get brmacshow Display bridge learned MAC address li st. 
Get bssinfo. Display current radio information. 
Get channel Display current wireless channel number . 
Get chanlist Display current domain wireless channels. 
Get ieee80211stats Display ieee80211 protocol stati stics. 
Get routeshow Display the routing table information . 
Get stalist Display a list of currently associated stations. 
Get linkinfo Display client link information (Client mode only) 
Get macstats Display a list of currently learnt wir eless device MAC addresses. 
Get opmode Display current wireless operation mode.  
Get wmode Display wireless mode (a/b/g) 

Set Operation List
SYNTAX DESCRIPTION
Set factorydefault Set factorydefault – restore con figuration to factory default. 
Restart  Do a warm reboot. 

Save Configuration 

SYNTAX DESCRIPTION
Commit Save current configuration to flash.  

Most commands require rebooting to take effect afte r saving. 

Long Range 
Check for recommended values from long distant opti on setup page. 

SYNTAX DESCRIPTION
Set outdoor <enable/disable>  Enable outdoor for lo ng-range connection. 
Set distance <value>  Set the connection distant (v alue in decimal) 
Set acktimeout <value>        Set the ACK timeout ( value in decimal) 
Set ctstimeout <value> Set the CTS timeout (value i n decimal)    
Set slottimeout <value> Set the Slot timeout (value  in decimal) 

TX Power

SYNTAX DESCRIPTION
Set txpower <string> (Default full) auto, 1, 2, 3, 4, ... , 17, full, min 
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TX Rate 

SYNTAX DESCRIPTION
Set txrate <string> Values are: (default auto)  

(802.11a)-- 6, 9, 12, 18, 24, 36, 48, 54, auto 
(802.11b/g mixed)-- 1, 2, 5,5, 11, 6, 9, 12, 18, 24 , 36, 48, 54, auto 
(802.11b-only)-- 1, 2, 5.5, 11, auto 

Wireless Mode 

SYNTAX DESCRIPTION
Set wirelessmode <string> Supported strings are: au to, 11a, 11b, 11g, pureg, superg, supera 
Set autochannelselect Enable/disable Enable or disa ble smart channel select during power up. 
Set radio_off_eth_down enable/disable Enable or dis able auto turn off radio when Ethernet port connect ion 

link is lost. 

WEP Key 
Must first, set a key entry type then proceed to se t the key index, size and value. 

SYNTAX DESCRIPTION
Set key <keyindex> <keysize> <keyvalue> Set keyentr ymethod hex/ascii 

Set key <keyindex> default  Set default key. 

Add or Delete User 

SYNTAX DESCRIPTION
Set user < [-r|-w] > <password> username To add a u ser. 
Set user –d username To delete user. 

Country Code 

SYNTAX DESCRIPTION
Set countrycode <iso.name> 

Set countrycode <2 letter string> 

List of countries: 

  {0,                "NA" }, 
 {CTRY_ALBANIA,     "AL" }, 
 {CTRY_ALGERIA,     "DZ" }, 
 {CTRY_ARGENTINA,   "AR" }, 
 {CTRY_ARMENIA,     "AM" }, 
 {CTRY_AUSTRALIA,   "AU" }, 
 {CTRY_AUSTRIA,     "AT" }, 
 {CTRY_AZERBAIJAN,  "AZ" }, 
 {CTRY_BAHRAIN,     "BH" }, 
 {CTRY_BELARUS,     "BY" }, 
 {CTRY_BELGIUM,     "BE" }, 
 {CTRY_BELIZE,      "BZ" }, 
 {CTRY_BOLIVIA,     "BO" }, 
 {CTRY_BRAZIL,      "BR" }, 
 {CTRY_BRUNEI_DARUSSALAM, "BN" }, 
 {CTRY_BULGARIA,    "BG" }, 
 {CTRY_CANADA,      "CA" }, 
 {CTRY_CHILE,       "CL" }, 
 {CTRY_CHINA,       "CN" }, 
 {CTRY_COLOMBIA,    "CO" }, 
 {CTRY_COSTA_RICA,  "CR" }, 
 {CTRY_CROATIA,     "HR" }, 
 {CTRY_CYPRUS,      "CY" }, 
 {CTRY_CZECH,       "CZ" }, 
 {CTRY_DENMARK,      "DK" }, 
 {CTRY_DOMINICAN_REPUBLIC, "DO" }, 
 {CTRY_ECUADOR,     "EC" }, 
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 {CTRY_EGYPT,       "EG" }, 
 {CTRY_EL_SALVADOR, "SV" }, 
 {CTRY_ESTONIA,     "EE" }, 
 {CTRY_FINLAND,     "FI" }, 
 {CTRY_FRANCE,      "FR" }, 
 {CTRY_FRANCE2,     "F2" }, 
 {CTRY_GEORGIA,     "GE" }, 
 {CTRY_GERMANY,     "DE" }, 
 {CTRY_GREECE,      "GR" }, 
 {CTRY_GUATEMALA,   "GT" }, 
 {CTRY_HONDURAS,    "HN" }, 
 {CTRY_HONG_KONG,   "HK" }, 
 {CTRY_HUNGARY,     "HU" }, 
 {CTRY_ICELAND,     "IS" }, 
 {CTRY_INDIA,       "IN" }, 
 {CTRY_INDONESIA,   "ID" }, 
 {CTRY_IRAN,        "IR" }, 
 {CTRY_IRELAND,     "IE" }, 
 {CTRY_ISRAEL,      "IL" }, 
 {CTRY_ITALY,       "IT" }, 
 {CTRY_JAPAN,       "JP" }, 
 {CTRY_JAPAN1,      "J1" }, 
 {CTRY_JAPAN2,      "J2" }, 
 {CTRY_JAPAN3,      "J3" }, 
 {CTRY_JAPAN4,      "J4" }, 
 {CTRY_JAPAN5,      "J5" }, 
 {CTRY_JAPAN6,      "J6" }, 
 {CTRY_JORDAN,      "JO" }, 
 {CTRY_KAZAKHSTAN,  "KZ" }, 
 {CTRY_KOREA_NORTH, "KP" }, 
 {CTRY_KOREA_ROC,   "KR" }, 
 {CTRY_KOREA_ROC2,  "K2" }, 
 {CTRY_KOREA_ROC3,  "K3" }, 
 {CTRY_KUWAIT,      "KW" }, 
 {CTRY_LATVIA,      "LV" }, 
 {CTRY_LEBANON,     "LB" }, 
 {CTRY_LIECHTENSTEIN, "LI" }, 
 {CTRY_LITHUANIA,   "LT" }, 
 {CTRY_LUXEMBOURG,  "LU" }, 
 {CTRY_MACAU,       "MO" }, 
 {CTRY_MACEDONIA,   "MK" }, 
 {CTRY_MALAYSIA,    "MY" }, 
 {CTRY_MALTA,       "MT" }, 
 {CTRY_MEXICO,      "MX" }, 
 {CTRY_MONACO,      "MC" }, 
 {CTRY_MOROCCO,     "MA" }, 
 {CTRY_NETHERLANDS, "NL" }, 
 {CTRY_NEW_ZEALAND, "NZ" }, 
 {CTRY_NORWAY,      "NO" }, 
 {CTRY_OMAN,        "OM" }, 
 {CTRY_PAKISTAN,    "PK" }, 
 {CTRY_PANAMA,      "PA" }, 
 {CTRY_PERU,        "PE" }, 
 {CTRY_PHILIPPINES, "PH" }, 
 {CTRY_POLAND,      "PL" }, 
 {CTRY_PORTUGAL,    "PT" }, 
 {CTRY_PUERTO_RICO, "PR" }, 
 {CTRY_QATAR,       "QA" }, 
 {CTRY_ROMANIA,     "RO" }, 
 {CTRY_RUSSIA,      "RU" }, 
 {CTRY_SAUDI_ARABIA, "SA" }, 
 {CTRY_SINGAPORE,   "SG" }, 
 {CTRY_SLOVAKIA,    "SK" }, 
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 {CTRY_SLOVENIA,    "SI" }, 
 {CTRY_SOUTH_AFRICA, "ZA" }, 
 {CTRY_SPAIN,       "ES" }, 
 {CTRY_SWEDEN,      "SE" }, 
 {CTRY_SWITZERLAND, "CH" }, 
 {CTRY_SYRIA,       "SY" }, 
 {CTRY_TAIWAN,      "TW" }, 
 {CTRY_THAILAND,    "TH" }, 
 {CTRY_TRINIDAD_Y_TOBAGO, "TT" }, 
 {CTRY_TUNISIA,     "TN" }, 
 {CTRY_TURKEY,      "TR" }, 
 {CTRY_UKRAINE,     "UA" }, 
 {CTRY_UAE,         "AE" }, 
 {CTRY_UNITED_KINGDOM, "GB" }, 
 {CTRY_UNITED_STATES, "US" }, 
 {CTRY_URUGUAY,     "UY" }, 
 {CTRY_UZBEKISTAN,  "UZ" }, 
 {CTRY_VENEZUELA,   "VE" }, 
 {CTRY_VIET_NAM,    "VN" }, 
 {CTRY_YEMEN,       "YE" }, 
 {CTRY_ZIMBABWE,    "ZW" }, 

Channel

SYNTAX DESCRIPTION
Set channel <value> (Value in decimal) 

SSID

SYNTAX DESCRIPTION
Set ssid <string> (Not More than 32 characters) 

Closed System

SYNTAX DESCRIPTION
Set hidessid enable/disable Enable or disable broad casting of SSID. 

Per Node

SYNTAX DESCRIPTION
Set apbridge enable/disable Enable or disable isola tion of wireless client. 

RTS, Fragment, and Beacon Interval

SYNTAX DESCRIPTION
Set rts <value (Value in decimal, default 2312, ran ge 1 to 2312) 
Set fragment <value> (Value in decimal, default 234 6, range, 256 to 2346) 
Set beaconintval <value> (Value in decimal, default  1, range 1 to 1000) 
Set dtim <value> Data Beacon Rate (value in decimal , default 1, range 1 to 16384) 
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WLAN State

SYNTAX DESCRIPTION
Get wlanstate Display whether status of current wir eless operation is Enabled or 

Disabled. 
Set wlanstate enable/disable Set to Disable to turn  off wireless operation. 

Set to Enable to turn back on wireless operation. 

Note:  
When executing this command, please ensure that you  are not 
connected on wireless with device or you will be di sconnected from 
the device and network. 

The wireless operation can only be Enabled from the  Ethernet port or 
UTP cable connection to device. 

Reset Button

SYNTAX DESCRIPTION
Get buttonpassreset Display the status of Reset But ton operation. 

If status is (Enabled), resetting of password by pr essing Reset Button is 
allowed. 
If status is (Disabled), resetting of password by pressing Reset Butto n is 
not allowed. 

Set buttonpassreset enable/disable Set to Disable t o prevent resetting of password by pressing Reset 
button. 
Set to Enable to allow resetting of password by pre ssing Reset button. 
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AApp pp eenndd iixx VV:: TTeecc hhnniicc aa ll SSpp eecc iiffiicc aa ttiioonnss

Safety and 
Electromagnetic
Conformance

 ! FCC Part 15 SubPart B and SubPart C (for 
wireless module) 

 ! EN 300 328-2 
 ! EMC CE EN 301 489 (EN300 826) 
 ! EN 55022 (CISPR 22)/EN 55024 Class B 
 ! EN 61000-3-2 
 ! EN61000-3-3
 ! CE EN 60950 

Standards  ! IEEE 802.11a 
 ! IEEE 802.11b 
 ! IEEE 802.11g 

Performance  ! Network speeds dynamically shift between 1,2, 
5.5, 11, 12, 18, 24, 36, 48, 54 Mbps 

 ! Indoor: 20 m (54 Mbps) 
 ! Outdoor: 80 m (54 Mbps) 

Frequency Range 
IEEE 802.11b:
IEEE 802.11g:
IEEE 802.11a:

2.4 ~ 2.4835 GHz 
2.4 ~ 2.497 GHz 
5.180 ~ 5.825 GHz  

Wireless Operation 
Modes

 ! Access Point 
 ! Access Point Client 
 ! Point to Point 
 ! Point to Multiple Point 
 ! Wireless Routing Client 
 ! Gateway 
 ! Wireless Adapter 
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Security  ! 64 - bit / 128 - bit WEP 
 ! WPA-Enterprise, WPA-Personal, WPA2-Enterprise, 

WPA2-Personal, WPA-Auto-Enterprise, WPA-
Auto-Personal 

 ! Pseudo Virtual LAN 
 ! Tagged VLAN 
 ! IEEE 802.1x – TLS, TTLS, PEAP, EAP-SIM 
 ! Wireless MAC address filtering (in Access Point 

mode) 

Network Interface 2 10/100 Mbps auto-negotiating Ethernet ports 
(RJ45) 

Modulation Techniques OFDM (BPSK, QPSK, 16-QAM, 64-QAM), DSSS (BPSK, 
QPSK, CCK) 

Output Power 
IEEE 802.11a:
IEEE 802.11b:
IEEE 802.11g:

18 dBm 
20 dBm 
20 dBm 

Operating Channels  ! 11 Channels (US and Canada) 
 ! 13 Channels (Europe) 
 ! 14 Channels (Japan) 

Advanced Wireless 
Features

 ! Wireless Distribution System (WDS) 
 ! Long Distance Parameters Setup 
 ! Wireless Pseudo VLAN 

- Per Node 
- Per Group 
- Tagged VLAN pass-through 

 ! Adjustable transmit power control (in 1dB steps) 
 ! Smart Select 
 ! STP 
 ! HTTPS 

Antenna Detachable 2dBi antenna with SMA connector 
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Management  ! HTTP Web Management 
 ! SNMP 

- SNMP (RFC1157) 
- SNMP (RFC1213) 

 ! Telnet 
 ! SSH 
 ! Syslog 

Built-in DHCP Server Yes 

DHCP Reservation By MAC address 

Configuration Backup & 
Restore

Yes 

Firmware Upgrade Yes 

Power Requirements 
Using Power Adapter:

Using PoE:

Output 24VDC –48VDC (localized to country of 
sale) 

802.11af PoE 

Cable Length 
Requirement for PoE 

100 meters (max) 

Environment
Requirements
Operating Temp: 
Storage Temp: 
Operating Humidity: 

-20ºC to +70ºC 
-65ºC to +100ºC 
5% to 95% RH 
Humidity (RH – Relative Humidity): 

Physical Dimensions 145mm x 132mm x 41mm (H x W x D) 


